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Be\«VARD I1asa 1. Mepwvl npedocmoposxcnocmu

MmaBa 1. Mepbl NpegoCTOPOXHOCTU

MNMepen ncnonb3oBaHMEM YCTPOUCTBA HEOGXOAUMO MOMHUTL HUXecrneAayloLlee.

[aHHbIN NPOOYKT yooBneTBopsaeT BceM TpeboBaHnsiM 6€30MacHOCTN, OAHAKO, Kak 1 Nnobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHMNS MOXET BbI3BaTb MOXap, YTO, B CBOIO
oyepenb, MOXET MOBMeYb 3a coOOM cepbe3Hble nocrneAcTeus. Bo mabexaHume HecuacTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHUE!
Mcnonb3ayiiTe TONMbKO COBMECTMMblE YCTpOWCTBa. JKChnyatauusi YCTPOWCTB, He 0J06peHHbIX

npounssoauTernem, Hegonycrtmma.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMSA WM XpPaHEHMs Kamepbl B HeOGnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
ot -10 go +50 °C).

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKkKe HaxoXaeHust NobrIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMN UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtpomcTeamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdeKToM.

e Heponyctuma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

BHUMAHMUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIMIM «besapa».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpn nonagaHun Bogbl NN NOCTOPOHHUX OO BEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMUMN Kopnyca:

BbinonHuTe cneayrowme AeMcTBUNA:
e OTKMOYMTE KaMepy OT UCTOYHMKA NUTaHUSA N OTCOeAMHUTE BCe OCTarbHble NpoBoaa.
e Casxutecb ¢ cepBucHbiM UeHTpoMm OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOJKeTe HanTu Ha canTe http://www.beward.ru/.
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Be\«VARD I1asa 1. Mepwvl npedocmoposxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNakoBKY MPOM3BOAUTENS UK NoGon apyrov

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He B6NoKMpyrMTe LUPKYNSUMO BO3gyXa BOKPYr

Kamepbil!

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3yWTe Hebonbluoe KONMMYEeCTBO YUCTALEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak cnvpTocodepalime cpencrsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnycC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C



Be\’vARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD B12C - 9at0 komnaktHas |P-Bugeokamepa CO BCTPOEHHbIM aKTUBHbLIM
MUKPOOHOM 1 BblCcOkouyBCTBUTENBHBIM  KMOI-ceHcopom ¢ paspewennem 720p wn
NpoOrpeccnBHbIM CKaHMPOBaHUEM. Takme TexXHOMNornu, Kak pexum «deHb/Houb», paclunMpeHHbIn
ANHaMn4ecknin guanasoH ¢ undgposorn obpabotkon curHana (DWDR), cuctema wymononasneHums
(2D/3DNR) BbIrogHO OTNWYalOT AaHHYK Kamepy, MO3BONAA el COOTBETCTBOBATb BbICOKMM

TpeGOBaHVIFIM, npeabdaBiideMbIM K COBpEMEHHbIM CUCTEMaM BI/ID,eOHa6J'IIOD,eHI/IFI.

-2

I| F |

ECWARD

Puc. 2.1

IP-kamepa BEWARD B12C nossonsieT npocmMaTpusaTtbh BUAEO B peanibHOM BpeMeEHU vyepes
CTaHOapTHbIN VIHTepHeT-6pay3ep.

Kamepa cnocobHa BblgaBaTb BMAeoONnoTok B ¢opmartax cxatus H.264/MJPEG. dopmar
H.264 wgeanbHO noAXoOMT AN YCNOBUW OrpaHMYEHHOW nonockbl nponyckaHuda. [lpu  ero
NCMonb30BaHUN SOCTUrAeTCA HaUMEHbLUNA TpaduK 1 xopollee Ka4yecTBO nsobpaxeHus. dopmat
MJPEG npeagHasHa4yeH ans 3anucu u npocmMoTpa BUaeom3obpaxeHnsa B Haunyylem Kkayectse, HO
TpebyeT GonbLUMX CETEBLIX PECYPCOB M MECTa Ha XXEeCTKOM Aucke (Npu 3anucu).

Kamepa B12C noakniovaeTcsa K ceTu npu nomowm nposBogHoro mHtepdenca 10BASE-
T/100BASE-TX unu ¢ ncnons3osaHnem 4G-mogema.

Moppepxka kapT namsatn Tuna MicroSD nossonseT caenatb cuctemy BuaeoHabnwogeHus
ewe 6onee HagexHoOW: BakHad MHAOPMaUnUa He MpornagaeT Npu NoTepe COeANHEHUS, B MOMHOM
obbeme oHa MoxeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MOxHO 6yget
BOCMNPOU3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U yAaneHHOo nocrne ycTpaHeHUs TeXHUYECKUX

npobnem ceTwn.
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BekvARD Inasa 2. Obwue ceedenus

2.1. Oco6eHHocTHN IP-BMpeokamepbl BEWARD B12C

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspeeHnn 1280x720

o [lopoepxka kapT namaT Tmna MicroSD/SDHC

o [lopnepxka 4G-mogemoB

o [lopgoepxka OOHOBPEMEHHOro KOoAWPOBaAHWA ABYX MNOTOKOB B dopmaTtax H.264 wu
MJPEG

o Pexum «[eHb/Houb»

e PaclumpeHHbIn JuHaMU4eCckuin ananasoH ¢ Lumdgposon obpaboTkon curHana (DWDR)

o Llndposas cucrema wymonogaenenus (2DNR, 3DNR)

o BcTpoeHHbIN akTUBHbIN MUKpPOdoH ¢ APY: o 10 m

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHns 1 HaCTPONKN

e [logoepxka npotokona HTTPS c pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B03MOXHOCTb MPOCMOTpPa 3anuncaHHbIX hannoB C MOMOLLbI BCTPOEHHOIO nneepa

o BcCTpoeHHbIN geTekTop ABUKEHUS

o Bbibop notoka (oCHOBHOW/anbTepPHATUBHLIN) Npu 3anucy Bugeo Ha FTP

¢ Bbibop paspelueHus kagpos ansi 3anucu Ha FTP, kapty namatn un no E-mail

o Co3gaHve o4yepenm npu yctaHoBreHHoW nepegade dannoe Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeAOCTyMNHa

o [lopoaepxka ONVIF

2.2. OCHOBHbIe XapaKTepPUCTUKU

e (CaeTouyBCTBUTESNbHBLIN ariemeHT: OmniVision, 1/4" KMOTI1, OeHb/Houb, OmniPixel3-HS,
NPOrpeccuBHOE CKaHNPOBaHWE

e Ob6bekTnB: cMeHHbI M12 (Ha BbIGOP)

e YysctBUTEnbHocTb: 0.3 nk (aeHb) / 0.1 1K (HOYb)

o CkopocTb paboThl 3aTBOpa: oT 1/25 ¢ no 1/8000 ¢

e PaspeweHne: 1280x720 — ocHoBHOM noTok; 960x576, 640x360, 320x184 -
anbTepHaTUBHbIN MOTOK

o OpHoBpeMeHHoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CkopocTb kagpoB: A0 25 kagpoB B CeKyHAOy Ansi BCeX pa3peLueHnin

e BCTpPOEHHbIN MHOTO30HHbIN OETEKTOP ABUXKEHUSA C PErynmMpoBKON YyBCTBUTEIbHOCTHU

e [lo 10 ogHOBpPEMEHHbIX NOAKIHYEHNI

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C n



Be\'vARD Inasa 2. Obwue ceedenus

e OTnpaBka kagpoB C BbIGOPOM paspeLleHUsi No 3NeKTPoHHoM noyte, Ha FTP-cepeep u

KapTy namsaTh MO pacnuCcaHuio NEPUOAMYECKM U MPU BO3HUKHOBEHUM TPEBOXHOIO
cobbITHSA.

e OTnpaBka BMAeO C BblbOpoM noToka (OCHOBHOW/anbTepHaTMBHLIN) Ha FTP-cepeep u
KapTy NamsTu NO pacnmcaHuio U NpU BO3HUKHOBEHUN TPEBOXHOIO COObITUS.

e [lntanme: DC 5B, 0.3 A (6e3 yueta 4G-mogema)

o Pabouasa temnepartypa: ot -10 go +50 °C

o [lopaepxnBaemble npotokonbel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, PPPoE (PAP, CHAP)

o [lopoaepxka otpacnesoro ctaHgapta ONVIF 2.01

2.3. KomnnekT noctaBku

e |P-BMgeokamepa ¢ ycTaHOBMEHHBIM OOBEKTMBOM
e bnoknutaHna 5B 1 A (DC)

o KabGenb naty-kopg (1 m)

o KpoHwTenH

¢ YnakoBo4dHas Tapa

BHUMAHUE!
BEWARD ocTtaBnsieT 3a coboi npaBo Ha U3MEHEHME KOMMEKTaL MM 000pyaA0BaHUSA 1 ero nodbix

XapakTepucTuk 6e3 npeaBapuTENbHONO YBELOMITEHNS.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C



B@\,UARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Paamepsbl IP-kamepbl B12C

i

66 43

Puc. 3.1

Pa3mepb| YKa3aHbl B MUNITUMETpPax.

3.2. OcCHOBHbIe 3neMeHTbI

BHelwwHun BUA kamepsbl npegctasneH Ha PucyHke 3.2.

2 6 £

o e
Owlaut B* 1924409
wOoC OG-0

Moo ) Russaa .

@D

3 5] 10

Puc. 3.2

4

Ha nuueBon CTOpPOHEe KaMepbl pacnosyioXeHbl cnenyrwme sanemMeHTbl:

1 - O6beKkTuB: 06bEKTUB C KpenneHnem M12.

NMPUMEYAHUE!
MN3HavanbHo 06bEKTMB KaMepbl CPOKYCMPOBaH U He TpebyeT AOMNOMHUTENBHON HACTPONKA.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C m



Be\,UARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

2 - MH,CIVIKaTOp npoBOAHOINO NOAKMNMK4YeHUA: NHONKaATOP MOAKITHOYEHUA 3aropaeTtcd npu

NOOKIMHOYEHUN Kamepbl K NOKanbHOM CEeTU N MOKa3blBaeT TEKYLLYIO CETEBYIO aKTUBHOCTb.
e WHaukaTOop nNPOBOAHOr0O MNOAKIOYEHMA MUraet CUHUM uUBeToM:. |P-kamepa
NoaKrtoyYeHa K ceTu ¢ NOMOLLbIO NPOBOAHOMO COEANHEHUS.
e WHoukaTop npoBOAHOro noOAKNw4YeHuss He roput (He wmwuraeT): |IP-kamepa
OTKIII0YEHa OT NPOBOAHOM CeTu.
3 - WHpukaTtop coOCTOsIHUA: 3aropaeTcs nocre MOAKMIYEHUS Kamepbl K WUCTOYHUKY
NUTaHNA N MEHSIET CBOW LBET B 3aBMCUMOCTU OT TEKYLLLEro COCTOSIHUSA KaMepbl.
e WHaukaTop COCTOSAHUA FOPUT KpacHbIM: K |IP-kamepe noakniyeHo nuTaHue, uaet
3arpyska cuctemsi.
e WHaukaTop COCTOSAAHUA TFOpPUT CUHUM: 3arpy3ka |IP-kamepbl 3aBeplleHa, Kamepa
rotoea k pabore.
e WHAaukaTop cocTosHUSA He ropuT: K IP-kamepe He NogKIYeHO NnTaHue.
4 - BcTpoeHHbIN MUKPO(OH: aKTUBHbIN MUKPOMOH C nogaepxkon APY nossondet
nonb30BaTento ChblwaTth TO, YTO MPOMCXOANT B MECTE YCTaHOBKM Kamepbl.
5 - CnoTt kapTbl namMAaTtu pacnonoxeH cboky. OH npegHasHa4vyeH Onsl YCTAHOBKM KapT
namatu d¢opmata MicroSD/SDHC. Wcnonb3ynte kapTy namatM Ond  3anucu BUOEO- W
ayaMOAaHHbIX Kak Npy BO3HUKHOBEHMMN TPEBOXHOMO COBLITUS, TaK U B PEXMME NOCTOSAHHOM 3anucu.

Takke npegycMoTpeHa BO3MOXHOCTb Pe3ePBHON 3aricu Npu OTCYTCTBUM COEANHEHNS C CETbIO.

BHUMAHUE!

lopsyasa 3ameHa KapTbl MamMsATM He MNOOOEPXKMBAETCA KaMEpOW M MOXET MPUBECTU K MOBPEXOEHUIO
obopynoBaHusa 1 notepe AaHHbIX!

He oTkntovanTe kamepy Bo Bpemsi hopmMaTMpoBaHUs KapTbl MaMATH.

Kamepa He noggepxvBaeT kapTbl NamsaAtv, npu popmMaTMpoBaHUM KOTOPbIX ObINO CO34aHO HECKONBbKO

pas3nenos.

Ha 3agHei cTopoHe Kamepbl PacnosioXXeHbl CreayoLme 3NeMeHThbI:

6 - Pasbem nutaHuma [DC 5V]: npeaHasHayeH angd nogkniodeHusa 6noka nutanms 5 B, 1 A.

MonapHOCTb NOAKIOYEHNS: @'—C‘ @

BHUMAHUE!
[Ona koppekTHOM paboTbl Kamepbl MCMONb3yNTe TOMbKO MCTOYHUKM, pekoMmeHaoBaHHble OO0 «HIM

«beBapa»!

7 - Pasbem [USB]: [JaHHbIM pazbemM npefgHasHayeH And nogkntoyveHus BHewHero 4G-
mMogemMa  (CNMCOK  nogAepXxmBaemblx — Mogenen  MooeMOB — pasMelleH Ha — cante

http://www.beward.ru/ B kapTouke TOBapa).
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Be\«vARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

NMPUMEYAHUE!

MoakntoyeHne BHelwwHero 4G-mogema K Kamepe gonyckaeTCA TOJIbKO Nocrie OTKIMIOYEHNA NUTaHNUA.

8 - CeTteBon pasbem [Ethernet]: pasvbem gns nogknoyeHus kamepbl K ceTn HTepHeT,
poyTepy UM KoMmmMmyTaTopy, NPy NOMOLLKW CTaH4apTHOro wrekepa RJ-45.

10 - Copoc HacTpoek [Reset]: naHHas kHonka nNpegHa3HavyeHa aAns copoca Bcex HacTpoek
Kamepbl B 3aBoACKMe yCTaHOBKM. [Ina cOpoca HacTpoek HeobxoouMMo B TeYeHWe OEeCATU CEeKyH[,
HaXkaTb KHOMKy cOpoca Tpu pasa C NpoMeXyTKkamn B O4HY 1 Bonee cekyHabl Mexay HaKaTUaMun.

Kpome TOro, Ha 3aHen CTOpoHE KaMepbl HakneeH cTukep (9), cogepxallmin HopmMaLmo
o npogykte (PN, SN), IP-agpec ycTponcTBa N0 yMOMYaHUIO, HOMUHAM NUTAaKLWEro HanpsbKeHus u

NOJTAPHOCTb NOAKIMHOYEeHUA.

BHUMAHUE!
MHdopmaums o cepuiiHoM Homepe (SN) MoXeT ObiTb MnonesaHa npu MOJNTYYEeHUU KOHCyNbTauumn y
cneumnanucTa TexHMYeckorn noagepxkm (no TenedoHy WM 3NeKTpoHHOW noyTe). [loatomy nepep

06an.l,eHl/IeM B cny>+<6y noaaep’KKm NnoarotoBbTe 3TN CBEAEHUA 3apaHee.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C



Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHns o nogknroyveHnu IP-kamepbl B12C k cetun

IP-kamepa B12C MOXeT nogkniovatbCa K nokanbHOM ceTn nubo cetn WHTepHeT npwm
nomowim npoBogHoro coeauHeHusa (Ethernet) wnu ¢ nomowptko cneumanbHoro 4G-moaema.
MpoBogHOE MNOAKMOYEHME MOXET OCYLLECTBMAATLCA Kak Hanpsimyto K K, Tak u npy nomoLym
BCMOMOraTenbHoro ceteBoro obopyaoBaHus (MapLupyTM3aTopbl, KOMMyTaTopbl). B HacToswee
BpeMsi Hambonee pacnpoCTpaHEeHHbIM CrnocobOM MOAKMYEHUss K ceTn WHTepHeT sBnsetca

NOAKNIoYEeHNe Yepes BblaeneHHyo nuHuio Ethernet (Puc. 4.1).

BeLARD

Puc. 4.1
OCHOBHbIE Warn n pekoMeHgaumm no yCTaHOBKE M HacTpOMKe KamMepbl OnucaHbl ganee B

OaHHoMm PykoBoacTse.
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus |P-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B12C npegHasHaveHa gnsi ocyLleCcTBNEeHNS BuaeoHabnogeHus ¢
npegensHon TemnepaTtypon akcnnyartauum ot -10 go +50 °C.

e W3berante nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX fy4yen B TedeHue ONUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobrm3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBenéT K MNOSBAEHMIO
HexenaTenbHbIX «CMnemnbiX» 30H, KOTopble OyaQyT oOCTaBaTbCsd BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6nM30CTN C BOAOW UMM UCTOYHUKAMM BNAXXHOCTW.

o |3berante OnNM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMU MOLLHbBIX 3SMNEKTPOMArHUTHbBIX
BOJTH.

e Yb6egoutecb B BO3MOXHOCTM pasMeLleHUs yCTpoWcTBa C YyyeToM noAaBoda
coefvHUTENbHbIX Kabenewn.

e W3GeranTte cnocoba kpenneHus kamepbl, OOMyCKaloLWero 3HaduMTenbHyl Bubpauuto.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTL AeTekTopa ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHuss HeobxoaMMo pasmellatb Tak, 4YToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBpPEeXAeHMe W M3MEHeHue HanpasneHus ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.
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PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopugopax xenatenbHO MpOKMaAblBaTb MY4YKM INEKTPUYECKMX W CnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUMTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKUuMsX, MWMEKLWUX ChfoLWHble MpoaosibHbIe
neperopogkMm € npenerioMm OrHecTomkoctM He MeHee 0,25 4 u3 Hecropaemoro
MaTepuana Tonbko B pabouymx 30HaxX Ha pacctosHum He Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpudeckme n cnabotoyHble kKabenu gonyckaeTcsa NpoknaabiBaTh napansenbHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpuYeckoro nonsi, obpasytolierocsi oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, ToO Heo6x0AMMO YBENMNYUTL PacCTOAHME
MEeXOy ONeKTPU4ecKUMM U crnaboTouHbIMM  Kabenamm unmM  CHU3UTbL  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TONMbKO Mo4 MPsiMbiM
yrmnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI NPOXOAUTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX flaMn AHEBHOro cBeTa (NMIOMUHECLIEHTHbIX Namn) u
APYrnX BbICOKOBOMbTHbBIX YCTPONCTB, COAEPXaLLMX Pa3paaHUKN.

e HeakpaHupoBaHHble BUTONApHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MeTpPOB OT MCTOYHWUKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, 06pasyroLmx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nonsi cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMN HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensmMn [OOMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3MIEKTPOMarHUTHbIX NomeX, 00pasyrowmx Hanps»KeHHOCTb
3reKkTpu4eckoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW Napbl MeXAy TOYKaMWM MOAKMYEHUs OO0SPKHA NpOoM3BOAUTLCS
uenbiMu Kyckamu, Npyv 3TOM HanpaBfeHue Tpacchbl cneayeT 3apaHee npogymaTtbh Tak,
4YTOBbI €€ NPOTSHKEHHOCTb Oblfa Kak MOXXHO MEHbLLE.

e MuHumanbHbIn paguyc u3rmba gna kabena — deTblpe AnameTtpa kabensa (mnm 1
arnM=2,5 cm), HO CyLLeCTBYIOT pekoMeHaauun pasmeliatb kabenb Takmm obpasom,
4yTobbl 06ecneymBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHas gnvHa cermeHTa gosrmkHa 6biTb He 6onee 100 meTpos..
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4.3. MoHTax IP kamepbl

Kamepa kpenuTcst K NOBEPXHOCTM MpK MOMOLLM 2-X BUHTOB (pa3mep atobens 25x6 mm).

War 1: pacnakymte KpOHWTENH W MPUKPENUTE CTOMKY KPOHLWITENHA K OCHOBAHWIO
KpOHLUTENHa BUHTOM M8 13 KoMnnekTa NocTaBku.

War 2: HameTbTe MecTa Ha MOHTa)XHOW MOBEPXHOCTU W MPOCBEPNUTE ABa OTBEPCTUS
rnybuHon 25 mm, ecnu Bbl nnaHmpyeTe ncnonb3oBaTth A106ens 1 BUHTbI U3 KOMMSEKTa.

War 3: BcTaBbTe nnacTukoBble Awbens B OTBEPCTUS U MPUKPENUTE OCHOBaHue
KPOHLUTENHa K MOBEPXHOCTU C MOMOLLbIO ABYX BUHTOB.

LWar 4: 3akpennte Kamepy Ha KPOHLUTEWHE, UCMONb3ysl pe3b00oBOE OTBEPCTUE HA 3adHEN
CTOPOHE KaMepbl.

LWar 5: Bbibepute HanpaeneHne 063opa kamepbl U 3adUKCUPYNTE €€, NCNONb3yS BUHTOBON
dmKcaTop KPOHLUTENHA.

LWar 6: nogkniounte IP-kamepy kK KOMMyTaTopy/MapLLpyTM3aToOpy Npy NomMoLum kabens
naTy-kopa U3 KoMnmnekTa noctaBku. [logknounTe NMTaHne KaMmepbl, UCNonb3ys 6ok NuTaHua 5 B,

1 A 13 KomnnekTa nocTaBKU.

4.4. YctaHoBKa / uaBne4vyeHume KapTbl naMAaTU

OTkntounTe nutaHmne. YctaHouTe KapTy namatn MicroSD o6bemom go 32 6 B cnot. [Ans
9TOro pasBepHUTE KapTy KOHTaKTaMu K nepegHen NMoBEPXHOCTU Kamepbl U K CIOTy U BCTaBbTe B
CNOT A0 Wwenuka.

Ansi n3BneyeHus KapTbl MaMATM HaXMUTE Ha €e Topey A0 LWenyka, U MPYXUHHBINA
MeXaHM3M BbITOSIKHET KapTy M3 crnoTa.

Mogknounte NuTaHne KaMepbl.
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4.5. NMpoBoaHOE NoAKNtOYEeHUE KaMepbl K CeTn

Mcnonb3ya coeanHuTenbHbld kabenb ¢ pasbemMom RJ-45, nogkntounte [IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdency maplipytusatopa).

B cnyyae Heo6xoOuMOCTUN, CoeanHUTENbHbIA Kabernb MOXHO NpMobpecTn OTAENbHO Unu,
Npy HanM4YnM HeobXxoAMMbIX MaTeprarnos, MUHCTPYMEHTOB U OMbliTa, N3rOTOBUTb CAMOCTOSATENBHO.

BapuaHT «npamoro» kabena (UTP kateropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua C apyroro KoHua
1: Beno-opaHXeBbiN 1: Beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 @ 2: OpaHxeBbli
(T 3: Beno-3enéHbin (T 3: Beno-3eneHsblit
CHIASY: 4: CvHuin - 4: CyHuin
5: beno-cnHnn 5: beno-cnHun
CMEPEAM: % 6: 3enéHbin CTNEPEAM: E% 6: 3enéHbin
18 7: Beno-Kopu4HeBHbIil 18 7: Beno-Kopu4HeBbIi
8: KopnyHeBeblii 8: KopnyHeBblii

[na narotoBneHus «npsmoro» kabensa Heobxoammbl: kabenb UTP (BuTas napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMKYEHUss nap (ykasaHHoM B Tabnuue) obecneuymBaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTESNEM BENWYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus

curHana, a, cnefoBaTternbHO, U 3asiBNIEHHas CKOPOCTb nepeaaydn AaHHbix 100 MouT/c.
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MnaBa 5. HacTponka npoBogHOro coegUHEHUs

Ons toro utobbl IP-kamepa B12C pabotana B Bawen nokanbHOM CETU COBMECTHO C
Apyrum obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKII0YEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/1MO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HaCTPOWKU COeAMHEHUs1 BbiMonHeHO Ha npumepe Windows 7 MakcumanbHas.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (DYHKUMIN MOryT oTnudateca ot Bawen sepcun Windows, ogHako

anropuTM NpUBEAEHHbIX AEVWCTBUI SBNSETCS YHMBEpCarnbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU

B cnyyae nogknioyeHnss no kabeno Ethernet Heobxogumo onpegenuTtb  Tekywme
HaCTPOWKN NPOBOAHON CETH.

,D,J'IFI onpeneneHna TeKywnx HacCTpoek HpOBOﬂ,HOVI JIoKanbHOW ceTwn I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEP, NOOKINIOYEHHbIV K 3ToN ceTu. Haxxmute llyck — lMaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Fomyucrs

Wzobpaxennn

Myzbika

Wrpei
m BRSController

KomnetoTep
m BEWARD IP Visor

Q BEWARD Player

)
D, CnyxBbl

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
.,eo Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Bcenporpammel

£ |rgmg

Puc. 5.1

B oTkpbiBlEMCA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT
[pocMoTp COCTORHMA CETH W 33434 I
BuiGop napameTpoe gomMaluHedd rpynnel u obwero

-1 | revoconavensympasrens 0]

MpocmoTp:  Karteropua ~

YueTHble 3anncy nonb3oBaTenei n

CeMERH...

@' JoGasneHne n yAaneHne yYeTHbIX 3anncei
nonb3oeaTencei

@' YcTaHOBKa POAMTENLCKOrC KOHTRONA ANA BCEX
nonb3oeaTencei

Odopmnerue 1 NepcoHannsauma

A0CTYNa K AaHHbIR zmeHeHne Temel

WMzmenenne gona pabouero crona
O6opyaoBaHWe 1 3BYK dora p

MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Hacrpoiika paspewerna sxkpana

Yachkl, A3LIK 1 PETWOH

CreHa packnagkn KNasnatypel WK Ay
cnocoBoB BBOA

Mzmenenne asbika mHTepdeiica

Mporpammbl
¥aaneHwe nporpammel
CneumansHble BO3MOXHOCTH

P Windows nap poi
OnTuMnsaumMa n3oBpakeHnA Ha 3KpaHe

LAY

Puc. 5.2
B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakniovyeHne no nokanbHon cetu] (Puc.
5.3).

[ ]
) - -~ - -
@ epreT b Lentp ynpasnenua cetami n oBugmm goctynom - || [Mouck & naneau ynpasnerus pel

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHbIX CBEAEHMNIA O CETW U HACTPOMKa NOAKNHOUEHNI

N K ¢
g =,
BEWARD WhTeprer
(3T0T KomnsroTER)

MpocMoTp NonHoi KapTel
MzmeHenmne napamerpos

aaanTepa Heckoneko ceteit

MamennTs goncnHuTensHble
napameTpsl obLLUErD AoCTyna

MpocMoTp aKTMEHBIX CETER MogkntoYeHne naK OTKAMGHEHNE

Cemn 4 WHTepHeT

OBuecTBeHHan CeTb

Tun goctyna:
Mogrntouenna:

WNsmererne CETEBbIX NapaMeTpoe

E' Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOrD, npaMoro nan VPN-nogknoyerna
WM 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

? MogkntouuTeca K ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, MPOBOAHOMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl W NapameTpos oBLUero AocTyna

Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
W3MEHEHNE NapaMETPOE OBLLEro AoCTyna.

Cra, Takcke
Bpanamayzp Windows
Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33

CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOrO MOAKMYEHUSs HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

L.:J MoaxntoueHWe NO JCKaNsHOM CETH - CBOCTEa M

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTMB‘-IBHHb\B KOMMNOHEHTE! MCNONE3YIOTCA 3TUM NOKNICYeHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmmﬁ nareTos QoS
gCnyxﬁa L0CTYNa K ainam v npuHTEpam ceTel Micre—,
-2 [lpoToKen VHTepHeTs Bepci & (TCP/|PyE)

- IS MpoTokon WHTepHeta sepoim 4 (TCP/IPv4) .
~i llpaiisep B/B TONONOra KaHANbHOM O YPOBHA | 4
i OTBeTMK 0BHADYXEHMA TONONOMM KaHaNEHOr D YPoE =

m

[ER] i | [
)
Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOTOOpakaeTcsa MHGOpMauUMsa O HacTporkax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMNonyuutb IP-apgpec aBToMatnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aansd

onpefeneHns napameTpos JIoKarnbHON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ————

Puc. 5.6
2. Ucnonb3oBaTtb cneayowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTtenem BPY4YHYHO
(Puc. 5.7):

Ceoiictsa: Mpotokon Uiteprera sepeun 4 (TCP/IPv4) @u

Obume

MapameTpel IP MOryT HASHEYATHCR BETOMATHHECKM, ECIW CETE
NOAASPHUBSET 3TY BOSMOXHOCTE. B NPOTUEHOM Cy4ae NapaMeTpel
IP MOXKHO MOAYHMTE ¥ CETEEOM0 aAMAHWCTPATOPA,

() Mony4nTe IP-aApec a5TOMATHHECM

(@ Wcnonb3osaTh cnenyiowwii IP-anpec:

IP-agpec: 192 .168. 1 .
Macka noaceTu: 255 . 255 . 255 .

OCHOBHO WAK3: 192 .168. 1 .

MonyuuTe aapec DNS-cepsepa aETOMaTMHETKH

@ WononbsosaTte cneaytowme agpeca DNS-cepsepos:

MpeanouTaemenli DNS-cepeep: _192 L1880 1 .

AnsTepHaTHEHEIN DNS-cepeep:

[CINonTeepaUTL NapaMeTps! Npu BbXonE

Puc. 5.7
3anuwunTte, Nbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMNbKOTEpa, TO nMocrne HaCTPOVIKI/I KamMepbl 6y,u,eT
HEBO3MOXHO BEPHYTb MX B NepBoOHa4aribHOE COCTOAHUE OJ1d BOCCTAHOBIIEHUA NOLOKIMKOYEHUA K nokarnbHoON

cetn n/mnu cetn IHTepHerT.
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5.1.1. OnpepeneHue napameTpoB ceTu Npu AMHamu4yeckom IP-agpece

NMPUMEYAHMUE!

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

[aHHbIN NYHKT PyKOBO,EI,CTBa npeaHasHa4deH Ana onpenerneHna napameTpoB nokanbHON ceTun npu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxwvuTe lMyck — MaHenb ynpaeneHus (Puc. 5.8).

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

@. Internet Explorer
Qo

rx:- Microsoft Office Bxcel 2007

ﬂ BnokroT

DVR Server
BRSController
BEWARD IP Visor
BEWARD Player

E, Caybel
Chy#6bl KOMNOHEHTOR

»  Bcenporpamme

[ Haiimu npozpamss u gatize

Puc. 5.8

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

HacTpoiika napameTpos KOMNbioTepa

% Cwcrema v BesonacHocTs

. MpoBepKa COCTORHMA KoMNLHITEPE

ApXHENPOBAHNE JAHHBIX KOMMBIOTEDA
Mowck u ncnpasnexne npoBaem

e. ||-|SUCMDTFI COCTOAHNA CETH W 33434 I
=1y

Beifop napamerpos gomaluneid rpynne u obuyero
ACCTYNa K AaHHBIM

, ] O6opyaosaHKe 1 3BYK
= MpocveTp yorpoictes n npuHTEpoE
' JloBaenenwe ycrpoictea

Mporpammel

¥aanenwe nporpammel

8,
-
&

@

Puc. 5.9

BEWARD

JlowyrenTel

Myzbika

Wrpei

Komnerotep

Manens ynpasnenna
Ycrpoiictea n nprHTepe!
Mporpammel N0 yMOA4aHIID
Cnpaexa 1 nojgepxKa

3asepiueHne paboTel

N

Mouck & n
Mpocmotp:  Kateropus ™

YueTHble 3anMcK Noab30BaTenend u

CeMERH...
@,ﬂ,oﬁasnar«ma W YABNEHWE YHETHBIX 33NHCER
nenbiceatencii

'S' YCTaHOEKA POAMTENLCKOTO KOHTPONA ANA BCEX
nonb3oEaTenei

QOdopmneHne 1 NepcoHanmsaLmna
Mzmerenmne Teme

1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

Yacol, Asblk [PETWMOH

CMena packnagk KnasuaTypel WM ApyTi
cnocobos EBOga

zmerenrwe aseika wHTepdeiica

CI'\ELLMBJ"IIJHI:\E BO3MOXHOCTH
Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE
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B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHMUE!

[poCcMOTP OCHOBHLIX CBEEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

E&l MpocroTp noanoi KapTel
]

EEWARD

o

Heckoneko ceteit

@

WrTeprer

(3ToT KoMNbrOTER)

MpocMmoTp aKTMEHBIX CETER

MoakntoueHne win oTEOYEHHE

Cetn 4
OBuwecTBeHHaRA CETh

Twn gocryna: VlHTEpHeT

MoaknioueHna: @ Moakntouerne no
NOKanbHOR CET

Mzmenenne ceTeBbX NapameTpoE

L

e

&

HacTpoiika HOBOMO NOAKNMMEHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogenoyenns
WA e HACTpoliKa MapLUpyTUSaTopa AW TOUKK A0CTyNa.

MoAKNHYUTECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

Buibop AomaluHei rpynnel v napameTpos ebLere qoctyna
Joctyn k daiinam u NpuHTEPaM, pacnonoKeHHBIM H3 APYMUX CETEBbIX KOMMBHOTEPAX, WK

W3IMEHEHNE NapameTpos ofllero gocTyna.

¥eTpanenue nenonagok

JuarHocTuka U MCnpaeneHne ceTeseix Npob. WK nony cBegeHMiA 06 nCnpasneHum,

Puc. 5.10

Mpy HanUUMKM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbIOepuUTe TO, K KOTOPOMY MIaHMpyeTCcs MOAKMOYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMKy [CBeaeHwus] (Puc. 5.11).

@ CoctoaHue - NogrnodeHWe No ACKaNEHOW CeTh

]

Ofuwme

MogknodeHue

AKTWBHOCTB

IPv4-TI0AKNIOYEHHE: VHTEpHET

IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocToAHWE cpeabl: MoaknoHeHo
04:47:33

100.0 MéwuT fc

AnuTensHoCTE:
CKOpOCTb:

1
OTnpasneHo —— %! ——  [puHATO

E=4

79 188 140 I 805 508 770

[ |@Cﬁoﬁcrﬁa ] [@mwnnouwrh] [ AuarHocTuka ]

Puc. 5.11

B okHe «CBefeHuns 0 ceTeBOM MOAKIOYEHUM» MpeAcTaBrneHa creayowas uHgopmaums

(Puc. 5.12):
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CBeAeHMA O CETEEOM MOAKMOHEHNM u1
[ononHUTENbHbIE CEENEHWA O CETH:
CeolicTe0 3HaueHue
OnpegeneHHei ana no...
Ormcanwe Realtek PCle GBE Family Controller
PUIMISCKUA aapec 14-DA-ES-D1-84-20
DHCP skniouet Oa I
Appec |Pvd 192.168.1.120
Macxa noace [Pvé 255.255.255.0
Aperpa nonyyera 6 qespana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
LWntos no ymonvanwo IP... 152.168.1.254
DHCP-cepeep IPvd 152.168.1.254
DMS-cepeep [Pvd 152.168.1.254
WINS-cepsep IPv4 192.168.1.157
Cryxfa NetBIOS uepes... Oa
NokaneHei IPv-anpec... fed0:487d:5df%:7cbd:adle®12
Wntes no ymonyanme |P...
DMS-cepeep IPvE

Puc. 5.12

Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP BknwoyeH - fa», «Agpec IPv4 -
XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3Ha4yeHune |P-agpeca),— 3HauuT |IP-agpec Bawemy MK
HasHayeH aBTomaTuyeckn. Macka nogcetu ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceteBoro wno3sa — B ctpoke [WLUnto3 no ymonyaHuwo IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nubo 3anomHuTe p[aHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteson wnto3, DNS-cepsep).

BHUMAHUE!
Ecnv Bbl He 3anucanu ceTeBble MapaMeTpbl KOMMbKOTEpa, TO MOCMe HacTpovku kamepbl OypeT

HEBO3MOXHO BEPHYTb X B NepBoOHavaribHOe COCTOAHUE ON1d BOCCTAHOBIIEHUA NOOKMKYEHUA K JIoKanbHON

cetn n/wnu cetn VIHTepHeT.

BHUMAHUE!

Ecnu B okHe «CBefeHUA 0 ceTeBOM NOAKMOYeHUN» Bbl yBUaenu CTpoku:

«DHCP BknrouyeH - [ar»; «Agpec IPv4 aBTOHaCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HaveHuve |IP-agpeca),— 3HaunT Bam He yganock nogknioumTtbes K npoogHon cetn (DHCP-cepsep He
npuceoun IP-agpec Bawemy [l1K). NpoBepbTe NpaBuibHOCTb NOAKMIOYEHUSA K MPOBOAHOM ceTu. B cnyvae

HeobxoamMmMocTn obpaTuTech K BawwemMy cucteMHomMy agMUHUCTPaTopy.
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5.2. U3ameHeHue napameTpoOB NOKanbHOW ceTu Ans noakntoyeHus K IP-kamepe

Mo ymonuaHnuto IP-kamepa B12C unmeet IP-agpec 192.168.0.99. YUtobbl nogknoumTbes K
Kamepe Ans nepBoHaYanbHOW HacTponkn Heobxoammo, YTobbl Baw komnboTep Haxoawuncs B Ton
Xe nogceTtu, 4To u kamepa. Npu aTom IP-agpeca kamep, KOMMNLIOTEPOB U NIOOLIX APYrMX YCTPONCTB

B CETW He OOSMKHbI coBnagaTb Mexay coboi.

BHUMAHMUE!

Ecnn Bbl nnaHvpyeTe noakniounTb Heckomnbko |P-kamep, TO Onsi uckn4veHus KoHdnukta IP-agpecos

noaknoyanTe kamepbl Mo OOHOM U n3MmeHsTe ux IP-agpeca Ha nobble cBoOOAHLIE B Ballern nokanbHom
ceTu.

BHUMAHUE!

Ecnn Bbl yBepeHbl, yTo Baw T[IK, nogkmtwoveHHbIM K npoBogHow cetu, U IP-kamepa, dusnyecku

MOAKIIOYEHHAas K TOW xe ceTu, Nnbo Hanpsamyto k Bawemy MK, HaxogsTca B ogHon noacetu, Bol moxeTe

cpasy nepeunTu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

[ns n3mMeHeHus TeKyLUMX HaCTPOEK KOMMbIOTEpa B NIOKanbHOW MPOBOAHOW CETU HaXMUTe
IMyck — MaHenb ynpaeneHus (Puc. 5.13).

L’e Internet Explorer

@ Skype BEWARD
| X5 Microsoft Office Excel 2007 L2 S

Vsobpaenna

...." BnokHoT
Myzeika
@ DVR Server
Wrpel
Q ERSController

Komnerotep
@ BEWARD IP Visor

Manens ynpaenexna
@ BEWARD Player

YerpoiicTea n npuHTEpSI

)
R CnysBil
MNporpammel no ymonuasno

2
ﬁo Cny#Bbl KOMNOHEHTOR
Cnpaska n nogaep>xka

»  Bcenporpammel

i - - T ——— —
| Hatimu npozpamms u ghaiinei | | 3asepiuenne paboTel |10

Puc. 5.13
B oTkpbiBlEMCA OManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA ceTU M
3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).
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HacTpoiika napameTpos KoMneoTepa

Cuctema v He30NACHOCTL
MpoBepka coCToAHMA KOMNEHOTEPE
ApxMBMPOBAHNE JaHHBIX KOMMBIOTERE
Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

e

- || TMouck & naHenu ynpasneHus

Mpocmotp:  Kareropua >

YueTHble 3anucK Nonb3oBaTeneid u

CEMEWH...
'@' JloBaBneHne n yaneHNE YUETHBEX 33MUCER
nob30BaTENEl

'@' YcTaHoBKa POAMTENECKOTD KOHTPONA ANA BCEX
noL30BaTENEl

[NpocroTp COCTORAHNA CETH 1 33434 I

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

ObopyaosaHue 1 38yK

OgopmaeHne W NepcoHannsaLma
Mzmererme Teme

W3smernenne dona paboyero crona
HacTpoiika paspeluenna sxpana

MpocroTp ycTpofcTe  NpUHTERCE

JoBasneHue ycTpoicTea

lNporpammel

¥AaneHue nporpammel

Yachl, A3bIK U pervoH

CMEH2 packnaskv KNasnaTypsl WK Apyrix
cnocoBos BE0da

Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pexomengyenbie Windows napamerper
ONTMMU3ALNA M30BPEKEHNA HA 3KpaHE

Puc. 5.14

B oTkpbiBLUIEMCA OKHE HaxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).

HTEpHET b LLeHTp ynpasnequa ceTami n oBum goctynom - || [Mouck & nareau ynpasnerua 2

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

W3meHeHnE NapameTpos

apsnTepa

WMzmennts ACNONHUTENEHEIE
napameTpel obLLEre AocTyna

Cr. TakoKe
Bpanamay3p Windows
Jomawnans rpynna

CeoiicTea oBospesatenn

NMPUMEYAHMUE!

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNIOUYEHUA

- 0 MpocroTp nonHoil kapTel
mr& -,

BEWARD WuTepHeT
(3ToT KoMnsoTER)

Heckoneko ceteit

MpocMoTp akTneHER: ceTei MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

OBLecTEeHHaA CETE Mogkntouerna:

M3meHEHNE CeTeBbIX Na PaMeTpoB

?l Hacrpoiika HOBOrO NOKAFOHEHNA MW CETK

HacTpofika BecnpoBciHoro, WWMPOKONoADCHOrD, MOdemMHere, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

'5. MogrntoumnTeca K cetn

MogKNHOYEHWE NN NOBTOPHOE NOAKAHHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouerne k VPN,

ﬂ Brifiop gomMaluneii rpynnel v napamerpos obLero goctyna
Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HE APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEHEHME HENON3Z0K
JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

MpV HanmUuYUM HECKOMbKMX CETEBbIX MOAKMOYEHWI BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCs MOAKIOYUTD

IP-kamepy.
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B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).

E] CocroaHue - Mogk r;nr‘ ¥ cemn u
Ofiwme

MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT

IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CoCTosHWE Cpedbl: MoaknoYeHo

AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MawmTfc

AKTWBHOCTE

OTnpaeneHo — k! ——  [MpuHaATo

~

79 188 140 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmanb] [ﬂMaI’HOCI'MKB ]

Puc. 5.16
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEHNss HeobXxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

U Mogkniosenme no noKansHoM CETH - CEOCTBA u

Cemw | Ooctyn

MoaknioyeHue yepes:

l.-"‘ Realtele RTL8139/810x Familty Fast Ethemet cetesoi ag:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
Q Mnanuposwmk naketos QoS

vl QCnyxﬁa OOCTYNE K daidnam n I'IDHHTEDEM ceTei Micr—,
-2 [TpoToKo] STEE P/IP
-. B MpoTtokon HHTepHem BEPCHN 4{TCF‘ 'IF‘v-iI .
v o]0 anﬁep B/B TONONOra KaHaneHoro YpoBHA | &
- OTBeTUMK oﬁHapyxEHMﬂ TOMONOrAW KaHansHoro ypog =

m

i | [
] )
Onucanme

MpoTokon TCP/IP - cTaHaapTHEIR NpoTokon rnofansHsms
ceTeil, 00ECTIeYMBEIOILNIA CEASE MEX LY PASNUHHBIMK
B3aMMOLSACTEYIOLLMMKM CETAMM.

oK ] [ Ommena

Puc. 5.17
B nosiBuBLIEMCA OKHE HeobXOoOMMO yCTaHOBWUTL 3HauveHust |IP-agpeca u mackvu nogceTw.
Buibepute nyHkT [Ucnonb3oBatb cneayrwmn IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.18).
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Ceoiictea: [Npotokon WktepHeta sepann 4 (TCP/TPvd) @g

Ofiwme

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY BOSMOMHOCTE. B NPOTMBHOM Clydae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:

IP-appec: 192 .168. 0 . 20

Macxka noaceti: 255.255.235. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:
MNpeano4nTaensli DNS-cepsep:

AnbTepHaTHEHbIR DNS-cepeen:

|| NoaTeepanTs napameTps! MpH sbixoae [onorHTENbHD

Puc. 5.18

[na npyuMeHeHnsa n3ameHeHun HacTpoek Haxkmmute KHomnky [OK] Bo BCex OTKPbITbIX OKHaX.

5.3. NMonyyeHune goctyna K IP-kamepe ¢ nomouwbro 6pay3sepa Internet Explorer
Ona poctyna k kamepe ¢ nomowbio Opaysepa Internet Explorer 3anyctute ero n B
agpecHon ctpoke Beeaute 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepsl, a <port> —

3HayeHvne HTTP-nopTa. Mocne atoro HaxmuTe [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B12C no ymonuaHuto nmeeTt IP-agpec 192.168.0.99.

NMPUMEYAHMUE!

Ecnn gns HTTP-nopTa ncnonb3yetcs 3HaveHue no ymonyaHuio — 80, Toraa Ang AoCTyna K Kamepe B

agpecHom cTpoke 6paysepa goctatouHo BeecTu «http://<IP>/», roe <IP> — IP-agpec kamepebl.

-:-Ehg‘
e@ @ http://192.168.0.99/ D~a3X @ Mycran crpanmua x G} * {:‘.;r}

-

Puc. 5.19
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5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

NMPUMEYAHMUE!
[ns koppekTHoi pa6oTkl BEO-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmoTpa wu3obpaxeHna c |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
cocTaBe M 3arpyxaeT Ux HenocpeacTBeHHO C Kamepbl. ECnn KOMNOHEHTbI He yCTaHOBIMEHbI, Bbl

yBUOUTE crnepgyollee coobLieHne:

i~ Y
CooBueHue ¢ seb-cTpaHnLBl ﬂ

- "-.I CHCTEMA ONPELENNNA, 4TO ¥ Bac HE ycTanosnen OCX, ycTaHoBuTe

¥ cefivac?

[ ok || Owena

\ ——

Puc. 5.20

Haxmute [OK]. B HuxHen 4actn okHa Bpaysepa NOsSIBUTCS BCMMblBaloLLlee OnoBeLleHne

cuctembl 6e3onacHocTn (Puc. 5.21).

i - - Sl
e@ @ hitp://192.168.0.99/Iogin.asp p-c ” & WEB SERVICE ‘ | #H X

A ucnoneaosanuA Firefox, Google Chrome IE Tab noxanyiicta oaHakomTech ¢

3TOT BEB-CANAT NbITAETCA YCTAHOBMTE HaacTpoiky ActiveX Control (2013.11.04) wsgatens BEWARD Co., Ltd.

B wem zakntoyaerca puck? YeTaHoenTe

Puc. 5.21
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HaxmuTe Ha KHonky [YcTaHOBUTBL] AN yCTaHOBKN KOMNOHEHTOB ActiveX.

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

BHUMAHUE!

YcTaHoBka KoMNoHeHTOB ActiveX BO3MOXHa TonbKo Ha 32-6uTHyto Bepcuto Bpaysepa Internet Explorer.

Cuctema 6e3onacHoctn Gpaysepa Internet Explorer 6ynet aBTomatudeckm GrokumpoBaTb

yctaHoBky ActiveX. [Ons npoOormKeHWss YCTaHOBKW HaXMuTe KHONKy [YcTaHOBWUTb] B OkHe
NoATBePXAeHWs ycTaHoBku (Puc. 5.22).

-

Internet Explorer - MNMpeaynpexaerme cucTemel BE3ONACHOCTH ‘ u

YCTaHOBATL 3TO NporpaMMuoe obecneuenne?

@ Mma: ActiveX Control (2013.11.04)
Wsaatens: BEWARD Co., Lid

E] [ononHUTENBHO

YCTAHOBWTE ] [He ycraHaa.nusaTb]

l--"“- DalAnk U3 MHTEpHETa MOrYT BeITe NONE3HEl, HO 3TOT TN haina MOKEeT
\-gj NoBPEAMTE KOMNBISTER, CNegyeT YCTaHABNMBATE NPOrpaMMel, NonyYeHHsEIe
= TOMBKO OT AOBEPEHHOMO M3AETENA. DaKTopbl PUCKE

Puc. 5.22
[anee, ons KoOppekTHOM ycTaHOBKM koMnoHeHToB ActiveX 3akpounTe Internet Explorer n
Haxxmute [OK] B okHe, NpeacTaBneHHOM Ha PucyHke 5.23, ecnun TakoBoe NosiBUTCS.

-

Warning ﬁ1

IE windows must be close before install ocx, OK?

oK I Ormena

——— et

Puc. 5.23
B okHe, NnpegcrtaBneHHOM Ha PucyHke 5.24, HaxmuTe KHonky [Install].

-
& Install OCX ‘ =
@’ ‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24

Mocne ycnewHon yctaHoBkn Bbl yBuamTte coobuieHne «Register OCX success(C:\)» B

HWKHEN YacTu OaHHoro okHa. Haxmute kHonky [Close] ons Bbixoga u3 okHa yctaHoBku (Puc.
5.25).
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i R’
# Install OCX A =5
@ Install ‘ Uninstall ‘ I

| Register OCX success(CNetVideoX)

Puc. 5.25
NMPUMEYAHME!
B onepaunoHHoi cucteme Windows 7 n B Opaysepe Internet Explorer 9.0 HasBaHusi MEH Wnn
CUCTEMHbIE COOOLLEHNS MOrYT OTNMYaTbCHA OT Ha3BaHWN MEHIO M CUCTEMHbIX coobleHun B apyrux OC

cemenctea Windows vnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoBke ActiveX B OC Windows 7/8/8.1 npu BKMOYEHHOM KOHTpONie Yy4YeTHbIX 3anucen byget
OOMONHUTENbHO MNPOM3BOAMTBECS ONOKMpPOBKa YCTAHOBKM, O 4YeMm nomnb3oBatentio 6OyaeTr BbliAaHO
AononHuTenbHoe onoseLlleHne. [nsa paspelleHus YyCTaHOBKM HeobXoauMMo yTBepAWUTENbHO OTBETUTb B

noABuBLLEMCA OKHE.

Otkponte Internet Explorer. B agpecHon ctpoke Gpaysepa BeBeguTe IP-agpec kamepbl u
HaxxmuTe [Enter]. OTkpoeTcsa okHO aBTopu3auun. Beegute mumsi nonb3oBatens u naponb. o
YMO4YaHMIO UCMonb3yeTca MMA nonb3oBatensd — admin, naponb no ymonyaHuio — admin (Puc.
5.26).

BHUMAHUE!

Mocne aBTopusaumn Bbl MoxeTe M3MeHUTb UMS Monb3oBaTenss U naponb B MeHo Hacmpoliku —
CucmemHbie — lMonb3oeamenu. B cniyyae yTepu napons unu nMeHu nonb3osatens, |IP-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHoBKaM. [nsi copoca HacTpoek HEOBXOAMMO B TeyeHue OecsATU CekyH HaxaTb

KHOMKy cbpoca Tpu pa3a ¢ npoMexyTkamu 6ornee 1 cekyHAbl Mexay HaxaTusMmu.
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P
e@Lg hitp://192.168.0.99/login.asp p-c ” 2 WEB SERVICE | | s

[nA KoppekTHoro

[nA wcnonbzoeanuA Firefox, Google Chrome IE Tab naxanyiicTa o3HakoMTecs ©

Puc. 5.26
Mocne ycnewHon aBTopu3aumu Bbl nonyunte goctyn k Beb-uHTepdency kamepbl (Puc.
5.27).

Puc. 5.27
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Ecnn no kakmm-t1o npuyMHam yctaHoBka ActiveX npowna HekoppekTHo, Bbl MoxeTte

YyCTaHOBUTb HeO6XODMMbIe KOMMNOHEHTbI BPY4HYIO. D,J'Iﬂ 9TOro, Ha CTpaHuue aBTopmn3aunm HaXxKMnuTe

CCbINKy, Kak nokasaHo Ha PucyHke 5.28:

[ . ol ]
en@kg\ http:'i!l;;&&gg_lcgm.a:p p-c H & WEB SERVICE ‘ ‘ ok 1E

Jina ucnonsaoeauua Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ¢

- — —
Puc. 5.28
[na Hadyana npouecca yCTaHOBKN HaXXMUTE KHOMKY [BbinonHute] (Puc. 5.29).
( L. N - [E=E)
e@ @ hitp://192.168.0.99/login.asp n~-c H & WEB SERVICE | ‘ N A

[N KoppexTHoro 3arpysuTe M

[nA ucnonszoeanuA Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ©

Bei xoTuTe BENOARMTE an coxparinte NetVideoX.exe (850 KEB) c 192.168.0.997 Brinoarus Coxpannte | ¥ Qrmena J

Puc. 5.29
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Hanee, cnegynte npuBeAeHHON Bbilwe MHCTPYKUMK (CM. Puc. 5.22-5.26).

5.5. UameHeHMe HacTpoek noaknto4veHus IP-kamepbl yepe3 Be6-uMHTepcenc
Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

YTOObI OHa Haxoaunacb B OAHOW NOACETU C ocTanbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[na coBMecTHON paboTbl HECKOMBbKUX YCTPONCTB B OAHOW NoAceTn HeobxoamMmo, YTobbl y HUX coBnaganm
nepBble TP YacTu (okTeTa) IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTu.

Hanpumep, IP-agpec Bawero MK — 192.168.1.120. IP-agpec pa3geneH Touykamu Ha yeTbipe okTeTa. B
haHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okTeT — 120. Bam He06X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YTobbl MX NepBble TPM OKTeTa coBnaganu, To ectb |IP-agpec kamepbl OOMXKeH
nmeTb BnA: 192.168.1.xxx. YeTBepTbii okTeT IP-agpeca kaxaoro ycTponctea 06a3aTensHO AOMKEH ObiTh

nHansngyanbHbIM.

[nsi n3meHeHns ceTeBLIX HACTPOEK KaMepbl B IMTABHOM MEHI BeOG-nHTepderica HaxmuTe

kHonky [HacTpownku] n nepengnte B meHio Cemb — LAN (Puc. 5.30).

BE\VARD

NokankHele HacTpoitka LAN

Aynuo
Wenonsaosats IPvE []

DHCP []
Bepcua IP  IPV4 v

Bupeo
CeTb

> OcHoBHEIE

rT— Pamwee [ 107 168 1 166
Macka nogcetv
> PPPoE 255. 255. 255

OCHOBHOM LUMIO3 | 197 . 158. 1 . 754
> 4G
Mpeanountaembi@ DNS | 190 . 155. 1 . 259
> E-mail

AnbTepHaTMBHsli DNS | 202 . 1p6. 1 20

MAC-agpec | 00-5A-21-32-AE-03

> FTP
> DDNS
> PPTP
> RTSP

> HTTPS

Sanuce

Tpeeora

CHCTEMHBIE

Puc. 5.30
B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTBHBLIN DNS] Hy>XHO BBECTU Takmne 3HayeHusi, 4Tobbl kamepa nonana B 04Hy noaceTb
C ocTanbHbiM obopymoBaHveM. [na atoro obpaTutecb K paHee 3anuCaHHbIM, TeKyLMM
HacTporkamMm NPOBOAHOM NnokanbHoM ceTu (CM. NyHKTbl 5.1 unum 5.1.1) 1, B COOTBETCTBMM C HUMMU,

yCTaHOBUTE BbllLEyKa3aHHbIE MapamMeTpbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C



Be\«vARD Inasa 5. Hacmpotika nposooHno2o coedunenus

NMPUMEYAHUE!

B cnyyae HeobxoomMmocTu Ansi HACTPOWKM CeTeBbiX NapameTpoB YCTPOMCTB obpaTutecb Kk Bawemy

ceTeBoMy aaMUHUCTPaTOpPY.

[na npMMeHeHNss N3MEHEHUIN CETEBbLIX HACTPOEK KaMepbl HaXMUTE KHOMKy [CoxpaHuTb],
nocre yero NOABUTCHA yBeJOMIEHNE O Nepes3arpyske yCTponCTBa.
Mocne nepesarpyskn IP-kamepa 6yaet goctynHa no 3agaHHoMmy Bamu IP-agpecy. Ha atom

HaCTp0I7IKa npoBOAHOIo NOAKNMK4YeHNA |P-KaMepr 3aBepLlieHa.
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YT06bl BEPHYTb 3HAYEHMSI MPOBOAHOIO CETEBOro MOAKIOHMEHUS] K YCTaHOBMIEHHbIM paHee

3Ha4YeHusM, BbINOMHUTE creayoLne 4encTBus.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.31).

9‘ Internet Explorer

@ Skype

|5 Microsoft Office Excel 2007
-ﬂ BroxHoT

@ DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

0

Tagn, Crybel

)

&, Cnyxbel komnonenTos

> Beenporpaue

‘ Hadmu npozparmsi u alisei

T 80 @ °

Puc. 5.31

BEWARD
DNoxymeror
Wsobpaxenna

Mysbica

Wrpsi

Komnbiarep
Makens ynpasnerns
YcTpoiicTea 1 NpUHTEpLI
TporpaMmei No yMon aH1io
Cnpaska W nogaepxka
f—“'z

3asepLuenne pabotsl

B OTKpbIBLLUEMCA OMarioroBOM OKHe Bbl6€pI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.32).

@ v [MaHenb ynpasneHna

HacTpoiika napamMeTpoe KOoMNbtoTepa

iy  Cwcrema n BesonacHocTs
" MNpoeepka CcoCTOAHMA KoMMbOTERE
APXMEMFIDEEHME,\’J,HHHI:IX KOMNOBHOTEDS

Mownck u nenpasnenne npobaem

) MuTepHeT
M [DOpoctorp cocrontua cetn m sa,a,a
-, BeiBop napameTpos AoMaLUHE rpynnbl W oBulero
A0CTYN3 K A3HHBIM

{ ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpUHTEROE

[JloBasnenue ycrpoiicTea

L Mporpammel
h. ¥aaneHne nporpammbl

Puc. 5.32

Mouck & na

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA
MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLUIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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GU

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOWKA NOAKNHUEHWUA

o N
Mzmenenne napameTpos &! -'&.;

a4anTepa BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo

Heckoneko cetei HHTepHeT
VISMEHUTE JONCAHNTENBHBIE
napamMeTpel ofLLErD 4oCTyna

MpocmoTtp akTuBHB ceTeil MogKnoYeEHNE MKW OTKMHOUEHKE

Cem 4 Tun gocTyna: WnTepHer

OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika GecnpoBodHoro, WMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogenrodeHns
W KE HACTPOIKE MAPLUPYTUITOPa AW TOYKN JoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD WNK Nogkntodedine k VPN,

BoiBop AomMaluHeR rpynnbl v napameTpos oblero aoctyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
W3IMEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

[AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHNA 06 ncnpasneHin,

Puc. 5.33

B oTkpbiBLIEMCS OKHE HaxmuTe kHonky [CBoncTBa] (Puc.5.34).

@ Cocroanue - Mogkamo4enne no NokaneHo#l cmlu
Ofiwne

MoakntYeEHe

IPv4-noAKMOYEHME: WHTEpHET
IPvG-NOAKNOHERME: Bes goctyna K MHTepHeTy
COCTOAHUE cpefbl: MopknoYeHo
AnMTensHOCTE: 0447:33

CKOPOCTL: 100.0 MBMT fc

AKTMBHOCTE

y
OTnpaeneHo — %1! ——  TlpuHsTO

BaiiT: 79 188 140 I 805 509 770

| [ @Caom'craa ][@D‘rmol-m‘ru] [,ﬂ,marnocrma ]

Puc. 5.34
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUS HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

] | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve

MpoTtokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MeHI, B KOTOPOM HeOBGXOOUMO YCTAHOBWUTb 3HAYEHWUS HavarnbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTu4yecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] w [[onyuntb appec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTkpbITbix OKOH (Puc. 5.36).

Ceoitcrsa: Mpotokon MuTepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHARA KOHQH YPaLMA ‘

MNapameTpel IP MOryT HasHEYATHCA SETOMATHHECKM, ECAM CETh
MOAAEPHUBSET STY BO3MOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHWCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

{0) MNoNb30BaTE CREAYHOWMIA [P-aapec:

IP-aapec:
Macka noAreTH:

OCHOBHOA WK

| (@ Mony4nTb anpec DNS-CepEEpa SETOMETUHECKK I

(7) Mnons30BaTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemsR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BhIX0AE ——

Puc. 5.36
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepgyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.37).
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Ceoitcrea: Mpotokon Wktephera eepcun 4 (TCP/IPvA) @Ig

Obwne

MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BTN CETE
NOAAEPHMBZET 3TY BOIMOKHOCTE, B MPOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPETOPA,

() MonyunTe IP-anpec aETOMATHUECKM

(@ Wcnonbsosate cieaytowmii IP-agpec:

IP-appec: 192 168 . 1 .
Macka noaceTu: 255,255,255 .

OCHOBHON Whos: 192 168 . 1 .

Mony4mTe agpec DNS-cepsepa asTOMATHHECKN
(@ WenonesoEaTe cneayiowme anpeca DNS-cepeepos:
MpeanourTaemeiin DNS-cepeep: 192 . 168. 1 .

ANbTEPHATUEHLIA DNS-CEpEED:

[T NoaTeepanTE NapaMeTRE! NPK BEIXORE

Puc. 5.37

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHnsa IP-kamepbl K
NokKanbHOW ceTun

Ons  KOHTpONsi MpaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbTepa HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeaute B agpecHom cTpoke |IP-agpec, nMpuUCBOEHHLIN  Kamepe  (Hanpumep:
http://192.168.1.166) (Puc. 5.38).

-

e@ 2 http://192.168.1.166/ D = 2 | & Mycran crparuya x AN

Puc. 5.38
Mpn NpaBuUnbHbLIX HACTPOMKaX OTKPOETCA OKHO aBTopu3auun. [ns aBTopusauun BBeauTe
UMs nonb3oBaTtens n naponb, nocne vero Haxmute [OK] (Puc. 5.39).
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BHUMAHMUE!

Vma nonb3oBatensa no ymonyaHuto: admin. Mapone no ymonyaHuto: admin.

e@‘g hitp://192.168.1.166/login.asp o~ |@WEB SERVICE ‘ | P

BeWAF

-

o

1 W ycTaHosuTe ActiveX

JinA ucnone3osanun Firefox, Google Chrome |E Tab noxanyiicTa oaHakomTech ¢

Puc. 5.39
Mpy NpaBMNbHO BLIMOJTHEHHbLIX AENCTBUSAX Bbl cMoXxeTe 3anTn B BeG-mHTEpdenc yepes

Opay3sep 1 yBuageTtb nsobpaxeHue ¢ Bawen IP-kamepsl (Puc. 5.40).

. i o o ] |

e )| @ hitpy//1921681 166 logmssp
Be\WARD

e ——— —— — —

Puc. 5.40
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NMPUMEYAHMUE!

B cnyyae HeygayHOro coevHeHUs C Kamepon, NpoBepbTe MPaBUSIbHOCTb MOAKMIOYEHUST K MPOBOLHON
CeTu, BEPHUTECb B Ha4ano AaHHOW rnaBbl U NMOBTOPUTE HAcTpownky. [Npu HeobxoammocTn obpaTutech K

Baluemy cucteMHOMY agMUHUCTPATOPY.
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MnaBa 6. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM ceTu, HO U n3 ceTn NHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykoB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHET, Yalle Bcero, NCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WMHTepHeT, Kak npaBuro,

ncnonbe3yTca creayowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHwWn ctatudeckun |IP-agpec nnu PPPoE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO 0AHOW IP-kamepbl U He MOXeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW ctaTtudeckun |P-agpec, KOTopbIn
NCcnonb3yeTcsa Ans NoaKIoYeHns K cetn MHTepHET NoKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, nNMaHUpyeTca MNOAKMIOYUTbL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMIYEHNN UCNonb3yeTca MapLpyTnsatop. [Npu 3ToOM YMCno NoAaKmYaeMblX Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHasHavyaeMbIX MapLupyT3aTopoM NopToB.

3. lNpoBangep He BbliensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaetcA
npoBangepomM AnMHAMMUYECKN, TO €CTb TakK, YTO MPU KaXXJoM HOBOM MOOKIMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OAHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHeT, BHe 3aBMCUMMOCTM OT TOro, Kakon |P-agpec BbloeneH npoBangepom B
OAHHbIA MOMEHT, HeobXoaAMMO 3afenCTBOBaTb MHTEPHET-Cryxbbl, paboTtatowme
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuMsaumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.
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6.2. Ucnonb3oBaHue ctaTuveckoro IP-agpeca

Ona nogkrntoyeHuns |IP-kamepbl kK cetn MHTepHET HeobXoouMoO U3MEHUTb €€ ceTeBble

napameTpbl B COOTBETCTBUM C AaHHLIMW, NOSy4YeHHbIMK OT NpoBanaepa. Kak npasuno, npoeanaep

npegocTtaBnsieT crneylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),

Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

[nsa nonydeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy

Heo6X0AMMO BbINOMHUTL CrieaytoLLmMe Laru:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

Lar 2: nsmeHuTe ceTeBble HACTPOWKM NPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5

AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpOMKaMu, npenocraBfieHHbiMn Bawunm WHTepHeT-

nposangepom (Puc. 6.7).

BE@\WARD

ToKankHkIe HacTpolika LAN

Ayamo
Wenonszoeats IPvE [

DHCP

Bugeo

CeTb

Bepcua IP IPV4

IP-apec | 173. 104. 122. 202

Macka noAceT™ | 355. 355. 255. 252

OCHOBHOA WS | 173. 104. 122. 211
TMpegnountaemsid DNS | 173 . 1g4. 197

v
> OcHosHbIE

TETTR—
> PPPoE
> 4G
> E-mail
> FTP
> DDNS

> RTSP

> HTTPS

Sanuce

Tpeeora

CucTeMHbIe

1
AnbTepramenbid DNS | 173 jg94. 192. 2
MAC-ampec | 00-5A-21-32-AE-03

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk Bblgen

eHHomn ceTu Ethernet.

Ecnu Bce napamMmeTpbl yKa3aHbl BEPHO, KaMmepa A0JKHa ObITb OOCTYyrnHa B CeTh MHTepHeT.

B npvBeaeHHOM npumepe npoBaraep NpeaocTaBun creayolime AaHHbIE:

e IP-agpec: 173.194.122.202
Macka noacetun: 255.255.255.252
OcHoBHoOM Wnt3: 173.194.122.211
DNS-cepBep 1: 173.194.122.1

DNS-cepBep 2: 173.194.122.2

B obwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTepHET B agpecHOn CTpoke

Opaysepa BBoauTca cneaywowwui 3anpoc: http://[<IP>:<Port>, roe <IP> - |P-agpec kamepsbl,

<Port> — 3HayeHne HTTP-nopta. Tak Kak B AaHHOM npumMmepe ucnornb3yetca 3HadveHne HTTP-
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noprta, 3agaHHoe no ymondauuio («80»), TO, 4TOGLI ObpaTuTbcs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHun Kk kamepe 4Yeped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHne paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.3. UIcnonb3oBaHue 4G-coeguHeHUs
[na nogknoveHust YCTPOUCTB K ceTu MHTepHeT no ctaHgaptam cBasm 4G Mcnosnb3yoTes
cneumanbHble 4G-mogemMbl. CnNNCOK nogaepXnBaemMblx Moaernen MoaemMoB pasMeELLEeH Ha canTe

http://www.beward.ru/ B kapTo4ke ToBapa.

[lanee paccMOTPEHO HECKOMbKO MPUMEPOB MOAKMIOYEHUS C UCMOMb30BaHMEM pasHbIX

mogenen 4G-moaemosB.

6.3.1. NoaknrouyeHne c nomoublo mogema Huawei E3372s/E3272

LWar 1: nogkntounte mogem ¢ yctaHoBrieHHon SIM-kapTon k USB-pasbemMy Kamepsbl.

War 2: B Be6-nHTEpdENce kKamepbl oTkponTe Bknagky «Hactpomku 4G» (Hacmpoliku —
Cemb - 4G).

BHUMAHUE!

Ecnu B meHio «CeTb» Bknagka «Hactpomnku 4G» OTCyTCTBYET, BbINONHUTE criegytouiee:

1) lMpoBepbTe BepcUO MNPOLIMBKM U Beb-uHTepderica kamepbl (Hacmpolku — CucmemHble —
Ungpopmauusi). Brknagka «Hactpomkm 4G» poctynHa, HavvHas ¢ Bepcum npowmBkn 3.1.0.1.4.18
BKITHOUUTENBHO.

2) MNMpoeepbTe Mogenb 4G-MoAeMa Ha COBMECTMMOCTb C kamepoin. CnMcok nogaepKMBaemblx MoAaenemn

MOLEMOB pa3melLleH Ha caunTe http://www.beward.ru/ B kapTouke ToBapa.

3) MNpoBepbTe BO3MOXHOCTb YCTaHOBKM 4G-COeANHEHMS C MOMOLLIbKO AaHHOro mogemMa Ha Bawem [MK.

War 3: otmeTbTe ranoykon nyHKT «Bknountb». B nonsx [APN] (Access Point Name - nvs
Touvkn goctyna), [JflornH] n [Maponb] BBeauTe AaHHbIe, Nony4YeHHble oT Bawero nposangepa 4G-

coeavHeHus (Puc. 6.2).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C



Be\«vARD Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

BE€\VARD

ToKankHble HacTpoiiku 4G

Ayawo
Bupeo Brniounts
e
CeTe internet
o
> OcHoBHbIE jadata
> LAN
L I
> PPPOE
e — —
) comoiune [ ]
> E-mail )
MAC-agpec [00-00-00-00-00-00
e —
> RTSP

> s

3anuck

> FIP
> DDNS
> PPTP

Tpesora
CucTeMHble

Puc. 6.2
War 4: HaxmuTe [CoxpaHuTb]. [locne NpUMEHEeHUs HaACTPOEK M MOAKMIOYEHUS] Kamepbl
nons ceteBblx napameTtpoB «IP-agpec», «Macka nogcetu» W T.O4. 3anofHATCA, a B Mone

«YpoBeHb curHana» oyget otobpaxaTbCsi TEKYLUMIN YPOBEHb curHana coeguHenus (Puc. 6.3).

BE\VARD

ToKankHele HacTpoiiku 4G

Ayguo
Bugeo BHMIOYHTL

e
o internet
o
> OcHoBHEIe odata
Mapoe feesee |
> LAN
Paapec 192 100 0 122
> PPROE 192. 168. 0 . 112
- OcHoeHol w03 [ 195, 168. 0 . 254
MoeanouuTaeweifi DNS
AncTepHaTveHE DNS | 505 105. o 20
WG ammes [oo-sn-31-33-a2-03 |
v e | 1
> RTSP

> s

Januce

> E-mail
> FIP

> DDNS
> PPTP

Tpesora

CucTeMHLIe

Puc. 6.3

6.3.2. Noakno4veHne ¢ nomoublo mogema ZTE MF823

War 1: nogknioumte mMogem C ycTaHoBneHHonm SlIM-kapton k Bawemy [MK. TNocne
onpeaeneHns gpanseepa yctponcrTea ybegmrech, 4TO YCTPOMCTBO FOTOBO k paboTe.

LWar 2: otkponte Be6-Opaysep n B agpecHoOn CTpoke BBeaguTe:

http://192.168.0.1/index.html#home

Ha akpaHe oTobpasutca ctaptoBoe MeHo mogema (Puc. 6.4).
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._ USB-mopem «bunaviH»

Bunaun’ MegaFon 4G(LTE) Tt

- SIM ycTaHoBnEHA

Puc. 6.4

War 3: neperigute B MeHio Hacmpoltiku — ModknroyeHue (Puc. 6.5).

@ HaCTpOM KM @ - SIM ycraHoeneHa
MegaFon 4G(LTE) Tur
HacTpoikin noaknto4eHma @
JobaenTts
HOEOE
Mootwne e o - |

MNoaxnroueHne

Puc. 6.5

War 4: BbibepuTte npoduns «default» n Haxxmute [UsmeHuTs] (Puc. 6.6).
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@ H aCTpO P’I KM @ Pycckwii ~  5IM ycraHoeneHa

MegaFon 4G(LTE) Tux

Hactpoiiki noakntoveHus

ABTO3anyck
CeTb MpoTokon | |Py4 v

Wma npoduna | default
WHdopmanma IPv4 APN  internet
Coob WeHmna Pexxum IPvd DNS ABTOMaTHYECKW Bpyunyto
ObHoBAEHUE Astopuaaums IPv4 | Her .
Cﬁpoc Wmsa nonssosarens IPvd

Maponk IPv4
MpoAoAKMTENLHOCTE: m

00:00:00
Monyuenne: 06ut/c
Ornpaeka: 06uT/c

OTKAOUEHO

Puc. 6.6

War 5: B nonsax «IPv4 APN», «Mmsa nonb3oBaTtensa IPvd» n «Maponb IPv4» BBegute,
COOTBETCTBEHHO, MMSI TOYKM OCTYNa, FIOrMH M Naposib, NofyvYeHHble OT npoBargepa. Takke Bbl
MOXeTe aKTMBMPOBATbL OMUMIO aBTopU3aumm Npu yCTaHoBKe coeauHeHus (B none «AsTopusauus
IPv4»). Yka3aB Heobxoammble napameTpbl, HaxMuTe [MpumMeHuTs].

War 6: otkntounte 4G-moaem ot MK n nogkntounte kK USB-pasbemMy kamepsbl.

[anee BbinonHuTe waru 2-4 nyHkra 6.3.1.

6.4. Ucnonb3oBaHne PPPoE-coegnHeHuns

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWE No ctatudeckomy |P-
agpecy. Yawe Bcero, npoBanaep opraHudyet poctyn kK cetm WHTepHeT u4epes PPPoE-
coeavHeHune. B aTom cnyyae, oH npegoctaBngeT aboHEHTY UMSA Nonb3oBaTens 1 Naposb.

IP-kamepa B12C noppepxnBaet PPPoE-coeguHeHne. [Ona ero u1cnonb3oBaHUs
HeobX0ANMO BbINOMNHUTL CneayoLwme Lwarm:

War 1: nogkntounTte IP-kamepy k Bawei nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

War 2: songute B meHto PPPoE-HacTpoek IP-kamepbl: Hacmpotlku — Cemb — PPPoOE.

LWar 3: B TekcToBbIX Nonsax [[lonb3oBaTtens], [[Maponb] BBeANTE 3HAYEHUA, NONYyYEHHbIE

oT VHTepHeT-npoBangepa (Puc. 6.7).
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BE\VARD

JokankHele HacTpoiika PPPOE

Ayawo
Bugeo BKNKYKTL

Aremauans [FF ]
CeTk DEAEETE
S
> OCHOBHEIR By
Monusoearen.
— userpppoe
Rapon
PPPGE
penn wra
> AG

> FTP
> DDNS
> PPTP
> RTSP
> HTTPS

Banuck

Tpesora

CUCTEMHLIE

Puc. 6.7
War 4: Bbibepute TMN wundposaHns “CHAP” unu “PAP” gnsa npoBepku MNOAMMHHOCTM
COeaNHEHUS.

War 5: Ansa npuHATUA 3MEHeHU HaxxmuTe KHoMnky [CoxpaHuTb].

BHUMAHMUE!

[ins BCTynneHus ceTeBbiX NapaMeTpoB B CUy TpebyeTcsa nepesarpyska yCTponcTaa.

War 6: nogkntounTe IP-kamepy k BblaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamepsl k BblaeneHHon cetu Ethernet ona 6yget goctynHa B cetu MIHTepHeET noa

IP-agpecom, NprMcBOEHHbIM e Balimm npoBargepom n otobpaxxaembiM B none [Agpec] (cm. Puc. 6.7).

Ona obpaweHns k IP-kamepe B ceTn VHTepHeT B agpecHon cTpoke Gpaysepa BBOAMTCA
cnegyowmn 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, Ha3Ha4yeHHbIn Bawwmm
nposangepomMm npu yctaHoeneHmm PPPoE-coeguHenuns, <Port> — 3HayveHue HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHME!
Mpu nopknioyeHnn K kamepe 4depe3 HTTP-nopT, 3agaHHbIi MO ymonyaHuio (3HadeHme paBHO «80»),

3anpoc B agpecHow cTpoke 6paysepa umeet sua: http://<IP>— roe <IP> — |IP-agpec kamepbl.
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6.5. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, Haxogsawmmcs B

noKanbHOM ceTu
Ecnu goctyn B ceTb VHTEpHET ocyllecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHOW CeTU UCMOoNb3yeTcs MapLupyTu3aTop.

BHUMAHUE!

[Ona ucnonb3oBaHWA [aHHOrO MeToda MoAKMYeHUs Heobxoaumo 3apaHee npuobpectn y Baiwero
npoaiaepa MYBNUYHBIA CTATUYECKWUW |P-agpec. MMpoBaiidep npenocTaBrnsieT, Kak MpaBumIlo,
OVMHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpbI [OCTYyNEH TOMbkO B MOACETM npoBsaiigepa.

[Moatomy yTouHuTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl nogknounTbes K IP-kamepe ns cetn MHTepHeT, Hago obpaTtuTtbesa no IP-
agpecy, BblgaHHOMY npoBangepoMm («BHeLWHUny |IP-agpec maplipytmsartopa), U K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Ons Bcex Kamep, HaxoOsWMxXcs B OOHOW JloKanbHOW CeTw,
CyLLeCTBYeT TONbko oauH IP-agpec (BblgaHHbIM npoBangepoMm). [1oaToMy ons 4oCTyna K 3TUM kamepam

HeOoBX0AMMO KaXKAoW HasHa4YMTb CBOW rpynbl MOPTOB.

[nsa aToro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

e VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMA
B Bawen nokanbHowm cetn (CM. NyHKT 5.5 ANsS NpoOBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO nNepeHanpaBneHns noptoB. [HaHHaa yHKUMA nossonseT
nepeHanpaesnatb obpalleHna u3 cetn WHTepHeT K KakoMy-nmbo YCTPONCTBY,
NOOKIOYEHHOMY K NokanbHowm ceTu, ¢ BHewHero WAN-unHTepderica mapLipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepchenc un obecneumBaeTcss NpPakTUYECKU NHOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpOMKM MapLlupyTusauuun (nepeHanpaBreHuns

nopToB):

e ycnosib3oBaHne TexHonorun UPnP B kamepe 1 mapLupyTmnsaTope;

e pydyHad YyCTaHOBKa nNapamMeTpoB MepeHanpaBreHns MnopToB B  Kamepe WU

mapLupyTusaTope.

NMPUMEYAHUE!

TexHonorus UPnP gaHHON Moaenbto Kamepbl He NoaAepKMBaeTCs.
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6.5.1. HacTpounka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€  noMoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnMyHbIX MOAENEN BbINOMHAETCHA CXOXUM 0b6pa3om).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnefyowmn nyonmyHbln ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytunsatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapwpyTtmnsatopa), «192.168.1.199» — IP-agpec kamepbl. [Ond HACTPOWKM UCMOSMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca Has3HauuTb MOPThbl, 4epes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPOMKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOsLWMXcsi B OOHOW JlOKanbHOW CeTw,
cylecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeobXxoQMMO KaxKaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToB IP-kamepbl BbINONHUTE crnefytowime AencTBUS:

BHUMAHMUE!
MopT AaHHbLIX 0653aTENbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B Beb-mHTEpence kamepbl OTKponTe pasgen MmeHwo Hacmpolku — Cemb —
OcHogHbIe.
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEeHWE, OTNIMYHOE OT 3HAYEHMS MO

ymon4yaHuio. Hanpumep, nyctb B kKa4ecTBe NopTa AaHHbIX ncnonb3dyetca nopT «5001» (Puc. 6.8).
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BE\VARD

JokankHele OCHOBHEIE HaCTPOHKK

Ayamo
Bugeo Nopt ganssx (5001

HTTP-noj
CeTb =

| ocioswe | ONVIFopT (2000
OCHOBHbIE

> LAN

COXpaHuTE

> PPPoE

> 4G

> E-mail

> FTP

> DDNS

> PPTP

> RTSP

> HTTPS

Sanuck

Tpeeora

CUCTEMHLIE

Puc. 6.8
War 3: Ansa npuMeHeHnss HacTpoek HaXxxmuTe KHornky [CoxpaHuTb].
Takum obpasom, nopTbl AnNs JOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTn ByayT:
HTTP-nopt — «80», MNopT AaHHbIX — «5001», RTSP-nopT — «554».
[Ons BTOpOM Kamepbl MOXHO BblbpaTb cnegywowme nopTel: HTTP-nopt — «80», lNopT
AaHHbIX — «5002», RTSP-nopT — «554» u T.4.

Kamepa HacTpoeHa. OcTanoch NpaBunbHO HACTPOUTL MapLLIpyTM3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crneayowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa |IP-agpec maplpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMn BBeAUTE NOTUH 1M Napornb. [locne

yAa4yHON aBTOpU3aLnm OTKPOETCS OCHOBHAs CTpaHuua HacTpoek mapipyTtusartopa (Puc. 6.9).

TP-LINK® 4500 Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Quick Setup
WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel.51955n

Wireless
DHCP

USB Settings
Forwarding LAN
security

Hardware Version: WR2543ND v1 00000000

!

MAC Address: 90-F6-52-75-BD-62
Parental Control

IP Address: 192.168.1.1
Access Control
Subnet Mask: 255255 2650

Advanced Routing
Bandwidth Control
IP & MAC Binding Wireless

Dynamic DNS Wireless Radio: Enable
System Tools

Name (SSID): TP-LINK

Puc. 6.9
War 2: Buibepute nyHKT meHwo Forwarding — Virtual Servers. B nossuBLIEMCH MEHIO
HaxmvuTe kHonky [Add New] (Puc.6.10).
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.10
War 3: po6aBbTe NpaBuna nepeHanpasneHns nopTtos Ans IP-kamepsl (Puc. 6.11). 3agante

cneayoLwme napameTpbl:
[Service Port]: ykaxute nopT, kOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN NepeHanpasreHns MnopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopt, ncrnornb3yemblin B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13

nokansHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.11).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardit Protocol: All -
- Virtua s Status: Enabled -
- Port Triggering
e Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.11
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War 4: Haxmute kHOMKy [Save], 4Tobbl coxpaHutTe npasuno. Mpasuno gobaesneHo (Puc.
6.12).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.12
LWar 5: Tem xe cnocobom gobasbTe npasuno ang nopta RTSP (Puc.6.13).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME F”EWE' Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.13
LWar 6: n ewe ogHo npasuno angd NopTta AaHHbIX (Puc. 6.14).

BHUMAHMUE!
HTTP-noptbl 1 RTSP-nopTbl Kamep MOXHO nepeHanpaBnsATb C NOMOLLbIO BUPTYanbHOro cepeepa, 0OgHaKko

NOopPTbl AaHHbLIX Y KaMep OOJIKHbI ObITb pa3HbIMU N TPpaHCNNPOBATbLCA NMOPT B I'IOpT!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-upnp
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.14
LWar 7: ecnu Bbl ucnonb3yeTte HECKONbKO Kamep, To Bam HeobxoanMmo noBTopuTh warn 2-6

Ansa octanbHbIX Kamep (Puc.6.15).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port IP Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.6.15

HacTtponka maplupyTtusaTtopa 3aBepLueHa.

Tenepb, 4TOBbLI NOMY4YMUTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3HayYeHHbIN Kamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpalweHnsa K Kamepe u3 cetu
WHTepHeT Heobxoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Ipunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkrntoueHnem obopyaoBaHUS HEOO6XOANMMO O3HAKOMUTLCA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBUCMMOCTW OT UCNOJTHEHNSI YCTPONCTBA).

B) [1ns noBbIWEHNS HAageXHOCTK paboTbl 060pyaoOBaHMS, 3aWMTbl OT OPOCKOB B NUTAIOLLEN
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS cnegyeT WUCMNoNb3oBaTb CeTeBble PUNLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe COOTBETCTBYET TPebOBaHUSAM dreKkTpomMarHUTHon comectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMmex, cosgaBaeMblx annapaTtypour, COOTBETCTBYEeT
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKoBOACTBE MO aKchnyaTauum ns
KOHKpPETHOro yctponctea. [ns YyCTPOWCTB CO BCTPOEHHbIM WCTOYHMKOM MUTaAHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 My +3%. [N yCTPOWCTB C BHELUHUM
CTabunM3npoBaHHbIM adanTepoM MUTaHUA — MUCTOYHUK nutaHua S5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetowme BCTPOEHHbIM BIOK NUTaHUS, AOMKHbI ObITb 3a3eMreHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOIO 3a3eMfieHMs Kopryca, €cniv Ha HemM npefyCcMOTpeHbl cneuuarnbHble
KpenexHble 3nemeHTbl. 3a3emnieHve SneKTPOonpOBOAKU 34aHUSA OOMKHO ObiTb BbIMNOSTHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MY3 (MpaBuna Yctponctea AnekTpoyctaHoBok). Ob6opyaoBaHue
C BbIHOCHbIMW OriokamMu nNUTaHWs WM aganTepamu TakkKe [OIPKHO OblTb 3a3eMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEW Kopryca WM BUMKM Ha LWHype nuTaHus. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn W NVHWIA, NPOKNaAblBAaeMbIX MO HapPYXXHbIM CTeHaM 30aHUA U Ha
Yepakax, JOIPKeH BbiTb BbIMOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpuyem, ecnu oamH KOHeL, aKpaHa nogkntoyaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHusi, TO BTOPOM — MOAKMYaeTCad K 3a3eMeHuo Yepes

pas3psgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHWe3aLnTbl 3gaHni n coopyxeHnin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, NOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMoMeLLeHUsIM, Ha BXxogax obopynoBaHUS OOSMKHbI ObITb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHble 3Ha4YeHUs TemnepaTypbl SKCnnyaTauMnm n XpaHeHwusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas pabodvas Temnepartypa — 3TO TemnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPMyC YCTPOMCTBA B NpoLiecce AnNuTenbHon paboThbl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM No 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unM  CTonKy JommkHa ObiTb obecnedeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B WKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero Bo3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbii  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKMMM
XapakTepUCTUKaMM KOHKPETHOrO 060pyAOBaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomeweHun, roe ycraHaBnvBaeTca o6opyaoBaHWE, He [OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepekpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxogmmo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbl yaaneHus u3 Hero nbinu. 3TO no3BonuT obopyposaHuio paboTtatb 6e3 cboerB B

Te4yeHune npoaosnKUTESNIbHOIro BpeMeHw.

B9. NMoaknto4vyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapa» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeTt paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsix n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0bGopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
ero NpMMeHeHun B crneundunyeckux Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 0bs3aTeNbLCTBAM NpU
NOBPEeXOEeHUN BHELWIHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM U YCINOBUI XpPaHEHUS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXkap, HaBOOAHEHME, 3EMITIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3Ha4YeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BUOOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEeHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

X) BO3OENCTBMSA BbICOKOTO HanpshkeHust (yoap MOSHMK, CTaTU4ecKoe 3NeKTPU4ecTBO U

T.M.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMNEHUS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beeapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTBa OyayT paboTaTb
OOIMKHBbIM 06pa3om BO BCEX cpedax W MPUMOXEHUSX, U He OaeT rapaHtum U npeacTaBneHun,
noapasymeBaeMblX WM BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKkTepucTuK, WIu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundumdecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunus, 4tobbl caenatb 3T0 PykoBOACTBO MO aKcnnyaTauum Hanbonee TOUHbIM 1
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKu, KOTOpPble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

NHdpopmauua B nobon yactn PykoBoacTBa no aKcnnyataumMm N3MeHsieTca U OONOSHSeTCs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NoOble NOrpeLlHOCTN, KOTOPblE MOTYT COAEPXaTbCsA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He bepeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, M ocTaBnseT 3a cobon NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B noboe Bpemsi 6e3 npensapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa sBNseTcs
HenpaBUNbHOMW WNW  HEMNOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawniHe

Nnpu3HaTesibHbl 3a Bawu KOMMEHTapun n npeainoxeHuns.

C3. Npenynpexaexnsa FCC

3710 06opynoBaHne BbINo NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NoNOXeHUsT O LMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepanbHon kommccum no ceasm (FCC). 3tu orpaHnyeHuss 6binn paspabotaHbl B Lensix
obecneyeHnss 3awWmTbl OT BPEAHbIX MOMEX, KOTOpPble MOryT BO3HWKaTb MPWM UCMOMb30BaHUN
obopynoBaHUA B KOMMEPYECKUX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMEHO W/unu 6yaeT MCNOoNb30BaTbCA C OTKMOHEHUAMM OT Hactoswero PykoBogcrea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTom cnyyae Bnageney Gyaet o6s3aH McnpaBnsiTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNOMEXM BO BHELLIHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha canTe

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuobpeTeHus
IP-o6opynoBaHus), ata nokKynku.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpoGnemsl.

e Bepcua npowwvBkM n 4yepe3d kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HMKNa npobnema.

e [lponsBegeHHble Bamu gencteusa (No waram), npegnpuHsaTbie Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e  CKpUVHLUOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Uem nonHee O6ygeT npeactaeBneHHas Bawmu uvHdopmaums, Tem ObicTpee Hawm

crneumanuncTbl cMoryT noMoyb Bam pewwnts npobnemy.
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbIA KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) onsa mynetumeannHbelx cnyx6 3G UMTS.
MHorne coBpemeHHble MOOUNbHbIE TenedgoHbl MMEKT (PyHKUMM 3anMcu M NpPocMoTpa ayauo u

Bugeo B hopmate 3GP.

4G (o1 aHrn. fourth generation — 4eTBEpPTOE NOKOMNEHNE) — NOKONIEHNE MOBUNBHOWM CBS3M C
NOBbIWEHHbIMU TpeboBaHMAMKU. K YeTBEPTOMY MOKOMEHMIO MPUHATO OTHOCUTbH MEPCMNEKTUBHbIE
TEXHOSOrMK, NO3BONSIOLLME OCYLLECTBNATL Nepeaady AaHHbIX CO CKOPOCTbio, npesbiwatowien 100

M6wuT/c - nogBwxHbIM 1 1 [BUT/C — cTauMoHapHbIM aboHEeHTaM.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPorpaMmMHOro obecneveHuns
B3aMMOLENCTBOBATL B CETEBOW cpefe He3aBMCUMO OT $3blka(-0B), WUCMOMb3yeMoro Ans ux
co3fgaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusammn ActiveX. OnemeHTbl ynpaBneHua ActiveX 4acTo 3arpyxawTca U
WMHCTanNNupyrTCa aBTOMATMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHOMOrMA He
ABNSAETCH KpoccnnatopMeHHOM 1 noaaepxmBaeTcsa B NofIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHOMOorus, npeBpaljarollasl aHanoroBble CuUrHanbl,
nepefaBaemMble MNOCPEACTBOM CTaHLAPTHOM TeNedOHHON NMHUK, B LMAPOBbIE CUrHanbl (nakeTbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLUaTh 3BOHKM.

Angle / Yron o630opa — 3T0 yron, KOTopbIn 06pa3ytoT ny4u, COeaUHSAOLMNE 3a4HI0K TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpaxxaeTca B rpagycax. OOblMHO yron 3peHus U3MepsieTcs Ha nuH3e, (POKyC KOTOpOu
yCTaHoBreH B GeCKOHEeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTuBbl AENSAT Ha TpU Tuna:
LUMPOKOYrOfbHblE, HOPMaribHble Y ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnorsb3ylTcsa A4S NnaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCHOro obbekTmBa coctasnseT 30 rpagycos.

APN (aHrn. Access Point Name, nma Touku goctyna) — ngeHTudukaTop CeTu nakeTHOM
nepegayun padHbix. CeTb nepegayn AadHblx, obosHadaemas APN, nossonsieT aboHeHTy
MOBUIbHOM ceTn nepepadn AaHHbix (Hanpumep, GPRS, 3G) ocywectBnsaTb JOCTyn K ycnyram

nepegayn gaHHoix, Hanpumep k WAP, Internet, MMS.

ARP (Address Resolution Protocol / [lpotokon onpegeneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOS HM3KOrO YPOBHS, NpefHasHa4YeHHbI Ans

onpegeneHuna agpeca KaHarnbHOro ypoBH4 no n3BeCTHOMY agpecy CeTeBOoro ypoBHA. HanbonbLuee
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pacnpocTpaHeHne 3TOT MPOTOKOM Mony4Yun Gnarogaps NoBceMecTHOCTU ceTelt |P, nocTpoeHHbIX

noeepx Ethernet. 3ToT npoTokon wucnonbdyetca Ansa cedasm IP-agpeca ¢ MAC-agpecom
ycTpouncTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc Ans novcka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWNM IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO popMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
Obwun copmaT kagpa, WCNONb3yeMbl ANA TENEeBU3MOHHbBIX SKPAHOB W KOMMbIOTEPHbIX
MOHMTOPOB, cocTaBnsdeT 4:3. TeneBmaeHne Boicokor YeTkocTn (HDTV) ncnonbsyet chopmart kagpa
16:9.

Authentication / AyteHTudmkauma — npoeepka NpuUHALMEXHOCTM CyObEKTy AocTyna
npeabsBNEeHHOro MM  uaeHTUdUuKaTopa; nogTeepxaeHve nognuHHoctn. OamH mn3 cnocobos
ayTeHTUMKauMm B KOMMBIOTEPHON CUCTEME COCTOMT BO BBOAE Ballero Mnofib30BaTeNbCKOro
naeHTMdurkaTopa, B NPOCTOPEYUM Ha3biBAEMOro «JormHom» (login — perMcrpaunoHHoe ums
nonb3oBaTtend) W MNapofnd — HEeKoOW KoHduOeHUManbHOW MHOPMaunn, 3HaHMe KOTOpPOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NOMb30BaTENEM JTIOMUH
N Naponb, KOMMbIOTEP CPaBHUBAET MUX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneuuanbHou 6ase

OaHHbIX, 1, B Clly4ae coBnageHus, nponyckaeT nofib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOperynupyemasa amachparma) — 9T0 aBTomaTU4eckoe perynmposaHme
BENUUMHbI Anadpparmbl ANA  KOHTPOMSA KONMYecTBa CBeTa, Monajatowero Ha matpuuy.
CyuwectByeT OBa BapuaHTa aBTomMaTudeckon perynupoBku auadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepenavm AaHHbIX) — BykBanbHO, CKOPOCTb NPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTPENT NPUHATO UCNONb30BaTb NPU nU3MepeHun 3PEKTUBHOM CKOPOCTU
nepefayun MHpopmauum no KaHamny, TO eCTb CKOPOCTM nepefayun «rnonesHon wnHgopmaumm»

(moMMMO TakoBOW, MO KaHany MOXET nepeaaBaTbCs cnyxebHas nHopmauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKW, KOMMNEHcauua
3agHero cBeTa). TUMWYHLIA NPUMEP HEOOXOAMMOCTU MCMONb30BaHMUSA: YEnoBeK Ha (DOHe OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErpasnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoseka Ha 60MnbLIOM

CBETNIOM (pOHE OKHa BbIIbLETCHA B UTOre "3acBeTkon" BCcen kapTUHKK. BkntoyeHne dyHkumm «BLC»

MOXeT B MOAOOHbIX cny4yaax ncnpaBuTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTokon aBToMaTN4ecKoro 06HapyxeHnsi cepBncoB (Criyx6), NCNonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTtca
ANS MCNONb30BaHMs B NOKanNbHbIX CETSX U UCMONb3yeT cBeAdeHus (3anucu) B cnyxbe AOMEHHbIX
nmén (DNS) ans obHapyXeHuss OpyrMx KOMMbIOTEPOB, PaBHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHUN.
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CIDR / BecknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, anrn. CIDR) —

meTop IP-agpecaunn, no3sonsaoLwmn rmbko ynpaenaTb NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToga MNo3BONdeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIN pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHUEe pasnnyHbIX

MacoK NnofceTen K pa3nuyHbiM NoACETAM.

CCD / N3C-maTpunua — 370 CBETOUYBCTBUTESbHBIA SNEMEHT, NCMOMNb3YHLMWNCS BO MHOIMX
UMpPOBLIX KaMepax M NpeacTaBnsOWMUA COBON KPYMHYK MHTErpanbHyl0 CXeMy, COCTOSILLYH U3
COTEH TbICAY 3apsiAoB (NUKcenewn), KoTopble nNpeobpasyloT CBETOBYH SHEPIMKO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" vinn 2/3".

CGl (EpuHbin  wno30BbIM  UHTepdenc) — cneuudomkauus, onpegensawrowas
B3anmopenctene web-cepsepa ¢ gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepxawas opmy, MoxeT ucronb3osaTtb CGl-nporpammy ansa o6paboTkmn AaHHbIX POPMbI.

CMOS / KMOINl (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WMCNONb3yeMbl TUM MNONYyNPOBOAHMKA,
KOTOPbIA WUCNONb3yeT Kak OTpuUaTenbHyl0, TaK W MNOMOXUTENbHYI 3MNEKTPUYECKyo Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMOB Lienen MoxXeT ObiTb BKIOYeHa B noboe gaHHOe BpeMs, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIEKTPOIHEPTMM, YEM MUKPOCXEMbI, MCNONb3yoLme
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKPOCXEMaXx
cogepxart cxembl 06paboTkM, O4HAKO 3TO NPEMMYLLECTBO HEBO3MOXHO Mcnonb3oBatb ¢ [M3C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorus, npumeHsemasa nns
Ha3Ha4yeHNs NOCTOSIHHOrO AOMEHHOrO MMEHU YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HaKOMMUTEMIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coegnHeHuax (Hanpumep, npy ydanéHHoOM [ocTyne 4yepe3 mogem). [pyrme maluvHbl B

MHTepHeTe MOryT yCTaHaBnMBaTb coeanHeHune C 3TOM MaLUMHOM MO OOMEHHOMY MMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHdUrypaumm ysna) — 370 CETEBON NPOTOKOSI, MO3BOMSIOLNA KOMMbIOTEPAM aBTOMAaTUYECKU
nonyyatb IP-agpec v gpyrve napametpsbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Modenu «KNMeHT-cepBep». [ns aBTOMATMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNMEHT Ha 3Tane KoHdurypauum ceTeBoro YCTponcTBa obpalwjaetca K Tak

HasbiBaemomy cepepy DHCP v nonyyaeT oT HEro Hy>Hble napameTpbl.

DHCP-cepBep — 3TO nporpamma, KoTopasi HasHadaeT knueHtam IP-agpeca BHyTpu
3a[laHHOro AuvarnasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUU NoadepXusatoT

NnpakTn4eckn BCe COBpPpEMEHHbIE MapLUPYTU3aTOPbI.
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Digital Zoom / LinchpoBoe yBennyeHue — 370 yBENUYEeHNe pasmepa kagpa He 3a cueT

ONTUKK, a C NOMOLWbIKO KagpupoBaHUA NOJTy4YEHHOIo ¢ MaTpuLbl |/|3o6pa>|<eH|/|;|. Kamepa HU4ero He
yBenumymBaeT, a TOJIbKO Bblpe3aeT HYXHYH0 4acCTb M306pa)KeHVIFI n pacrtdarmBaetr ee go

nepBoHa4aribHOro paspeLlieHus.

Domain Server / CepBep 4OMEHHbIX UMEH — TaKKke AOMEHbI MOryT BbITb NCMOMb30BaHbI
opraHusaumsiMiM, KOTOpble XOTAT LEeHTPanu3oBaHHO YNpaBnsTb CBOMMW KOMMblOTEpaMu (Ha
KOTOpbIX YyCTaHOBfeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTens B pamkax
AOMeHa nornyyaeT Y4YeTHYK 3anucb, KoTopas OOblMHO paspellaeT 3aperncTtpupoBaTbCs U
ncnonb3oBatb N6OM KOMMbIOTEP B AOMEHE, XOTS OOHOBPEMEHHO Ha KoMMbktTep MoryT ObiTb
HanoxeHbl orpaHndeHnsa. CepBepoM [OOMEHHbIX MWMEH $BSieTCA  cepBep, KOTOPbIv

ayTeHTMdMUNPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHas TexHonorusi nepefayn AaHHbIX MPEVMMYLLECTBEHHO B JOKalbHbIX
koMnbtoTepHbIX ceTax. CrtanpapThl Ethernet onpepensitor npoBoaHble coeauvHeHust  U©
3MNeKTPUYECKME CUrHanbl Ha PU3NYEcKoM YpoBHe, hopmaT KaapoB W MPOTOKOSbl yrpaBreHus

OOCTYMNOM K cpefie — Ha KaHarnbHoOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOM4YaHUIO — 3TO YCTaHOBKW,
KOTOpble N3HavanbHO UCNONb30BaHbl 4Ns1 YCTPOWUCTBA, KOr4a OHO OTrpy)KaeTcs C 3aBofa B NepBblIi
pa3. Ecnn BO3HMKHET HEOOXOANMMOCTbL NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno yMonyaHuo, TO 3aTa (OYHKUMA NpuMeHMMa ansa 60nblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObINIM U3MEHEHbBI NONb30BaTENEM.

Firewall / Bpanamayap — 6paHamayap (MexceTeBoun akpaH) paboTaeT Kak bapbep Mexay
CeTaAMM, Hanpumep, Mexay rfokanbHou ceTbio U NHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3apPErMcCTPUPOBaAHHBIM NOSb30BaTeENsM OyaeT pas3pelleH AOCTyNn U3 OOHOW CeTu B APYryto
ceTb. bpaHamayapom moxeT 6bITb nNporpammHoe obecnedeHve, paboTaroliee Ha KOMMblOTEpe,

nnm 6panamayapoM MoxeT OblTb aBTOHOMHOE anmnapaTHOe YCTPOMCTBO.

Focal length / ®okycHoe paccTtosiHMe — u3mepsemoe B MunnumeTpax ¢okycHoe
paccTosiHne 06bEKTMBA KaMepbl, onpeaensioLlee LWNPUHY ropu3oHTanbHon 3o0Hbl 0630pa, KoTopoe
B CBOI ouvepenb nsamepsietcs B rpagycax. OnpegensaeTtcs Kak pacCcTosiHMe OT nepeaHen rnaBHom
TOYKM OO nepegHero okyca (ana nepegHero QOKyCHOIO pacCTOSHMSA) M KaK pacCTosiHue oT
3aHen rmaBHOM TOYKM OO0 3agHero ¢hokyca (ans 3agHero oKycHoro pacctosaHums). MNMpu atom, noa
rMaBHbIMM TOYKaMW MOAPaA3yMEBAKTCA TOYKM MepecedeHns nepefHen (3agHen) rrnaBHOM

NITIOCKOCTN C ONMTUYECKON OCbIO.

Fps / KappoBasa yactoTa — KONMYecTBO KagpoB, KOTOPOE Buaeocuctema (KomnbloTepHas

urpa, Tenesusop, DVD-nneep, Buaeodann) BolAaET B CEKYHAY .
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Frame / Kagp — kagpom sBnsetca nonHoe BugeousobpaxeHne. B cdopmate 2:1

4YyepeccTpoyHoM  pasBépTkn uHTepdenca RS-170 u B hopmatax MexagyHapoaHoro
KOHCYNbTaTMBHOrO KOMUTETa MO pagnoBELLaHMIO, Kagp co3faeTca u3 ABYX OTAeNbHbIX obnacren
NUHUI YepeccTpodHon pa3BepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y ans Toro, 4TOOLI
cchopmupoBaTtb MOMHbLIA Kagp, KOTopbii oTobpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BUOeoKamepax C MNPOrpeccMBHON pPa3BEPTKOM KaXAbld Kagp CKaHMPYeTCs MOCTPOYHO U He

SIBIISIETCS YePEeCCTPOUHbIM; BOMNBbLUMHCTBO M3 HUX oToOpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / lNpotokon nepepaun annoB) — 3TO NPOTOKOS
NPUITOXXEHWS, KOTOPbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4TOObI
obmeHuBaeTca dannammn  Mexagy KomnbtoTtepamu/yctponcteamm B cetu. FTP  nossonsiet
noaknodaTbes K cepsepam FTP, npocmatpmBatb COAEPKMMOE KaTanoros U 3arpyxatb ansnbl
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHoCUTCS K NpOTOKONaM MpUKNagHoOro ypoBHS U Ans
nepegayn gaHHbIX UCMONb3yeT TpaHCNOopPTHLINM npotokon TCP. KomaHnabl 1 gaHHble, B OTNiMYne OT
GonbLlUMHCTBA ApYrMX NPOTOKOMOB nepegatTcs no pasHbiM noptam. Nopt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, MCMonb3yeTcsa Ana nepefadn gaHHblx, nopt 21 - Ang nepegaym komang. MNopt

Ona npunemMa gaHHbIX KIMMeHTOM onpeaendeTcda B Aunarore corfiacoBaHuA.

Full-duplex / MonHbIn aynnekc — NOMHbIA Aynnekc npeacraensieT cobon nepepady
OaHHbIX OOHOBPEMEHHO B OBYX HanpasfeHusax. B cucteme 3ByKOBOCNPOU3BEAEHUA 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cucTeMamu. Takke nonyaynnekcHast ces3b obecnevnBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJTIbKO B OAHOM HanpaslieHU 3a O4AMH pas.

G.711 — craHgapT gons npegcraeneHnsa 8-6utHon komnpeccun PCM (MKM) curHana ¢
yactoton auckpetmsauum 8000 kagpos/cekyHaoy n 8 obut/kagp. Takum obpasom, G.711 kogek

co3aaéT noTok 64 Koéut/c.

Gain / KoachdumumeHT ycuneHmsa — koadrUMeHTOM yCuneHms aBnsaetcs KoadpuumneHT
YCUNEHNA W 3KCTEHTa, B KOTOPOM aHamnoroBbi YCUNUTENb YCUNMBAET Cuny curHana.
KoadhdumumeHTbl yenneHnsa obbl4HO BbipaXaloTcsa B eanHuuax mowHoctu. deunben (ab) sasnsetcsa

Hanbonee ynotTpebutensHbIM CNOCOOOM ANSt U3MEPEHUS YCUNEHNUS YCUNUTENS.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMO30M SBNAETCA CeTb, KOTOpas
OencTByeT B Ka4eCcTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B kopnopaTuUBHOW cCeTw, cepsep
KOMMbIOTEPa, AENCTBYIOLUMA B Ka4eCTBEe MEXCETEeBOro LUMi3a, 3a4acTyio Takke OeUCTByeT U B
KayecTBe MpPOKCU-cepBepa N cepeepa ceTeBOW 3alimTbl. MexXceTeBOW LUM03 4acTo CBA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyga HanpaensaTbh NakeT AaHHbIX, KOTOPbIN NPUXOOUT B
MEXCETEBOW LUMO3, TaKk U KOMMYTaTOPOM, KOTOPbIN NPeaocTaBnseT UCTUHHBIA MapLupyT B U K13

MeXCeTeBOro wnk3a Anda gaHHOro naketa.
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H.264 — 3T0 MeXxayHapoAHbI CTaHOAPT KOAMPOBaAHWS ayamo M BUAEO, (Apyroe Ha3BaHue

'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT CcogepXuT pag HOBbIX
BO3MOXHOCTEMN, MO3BONALWMX 3HAYUTENBLHO MOBLICUTL 3(PIEKTUBHOCTL CKaTua BUOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLyo MMBKOCTb NPUMEHEHNS B pa3HOObpasHbIX ceTeBbIX cpedax. Mcnonb3yetcsa B LMpOBOM

TenesmaeHnn Bolcokoro paspewenuns (HDTV) n Bo MHOrmMx gpyrmux obnactsix undgpoBoro BMAeO.

HTTP (Hypertext Transfer Protocol / MpoTokon nepepaun runeprekcra) — 3To Habop
npaeuvn no obmeHy avnamm (TEKCTOBbIMK, rpadunyeckMmn, 3BYKOBbIMW, BMAEO- U APYrMMU
MynbTumeama darnnammn) B cetn. poTtokon HTTP gaBndeTca MpOTOKONOM BLICLLUENO YPOBHS B
cemenctee npotokornioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTtcd 4O NOfyyYeHus

noateepXxXaeHma o ero npaBUiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwWéHHbIN NPOTOKON nepegavun
rmneprekcra) — pacwwupeHne npotokona HTTP, nogoepxmBatowee wudpoBaHue. [daHHble,
nepefaBaemble no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTtorpadpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTcs 3alumTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymonyanuio ucnonssyetcss TCP-nopt 443.

Hub / CeTeBOM KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NoaKNYeHns
MHOFOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTPATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTop TONbKO NepedaeT AaHHble B YCTPOMCTBO, KOTOPOe

cneunanbHO npeaHa3Ha4vyeHo and Hero.

ICMP (Internet Control Message Protocol / MexceTeBoM NMpOTOKON ynpaBrsitOWUX
coobuweHnn) — ceTeBon NPOTOKON, Bxoasawmin B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooOLeHuin 06 owmnbKax u OPYrMxX MCKIMIOYUTENbHBIX CUTYaLUsX,
BO3HUKLLMX NPV Nepeaade AaHHbIX, HAanpMMep, 3anpawmBaemasi ycryra HejoCcTyrnHa Unn xXocT unm

MapLLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 cemMeNcTBO cTaHAApToB AN 6eCcnpoBOAHbIX
nokanbHbix ceten. Ctangapt 802.11 nogaepxuBaeT nepefady AaHHbIX Ha ckopoctn 1 wvnn 2
M6uT/cek Ha nonoce 2.4 [Tu. CrangapT xe 802.11b 3agaeT ckopocTb nepedadn gaHHbix 11
M6wuT/cek Ha nonoce 2.4 [Ty, B To BpeMsa kak ctaHgapTt 802.11a no3BonsdeT 3agaTb CKOPOCTb A0

54 M6wuT/cek. Ha nonoce 5 'Tu.

Interlaced video / YepeccTtpoyHas pa3BepTka — 3TO BMOEO3anuUCb CO CKOpocTbio 50
n3obpaxkeHni (HasblBaeMbIX NONSIMU) B CEKYHAY, N3 KOTOPbIX KaxKable 2 nocrnegoBaTesibHbIX Nons
(nonykagpa) 3atem obbeauHsoTca B 1 kagp. YepecctpouHas passepTtka Obina paspabotaHa

MHOIro neTt Hasag ana aHanoroBoro tenesngeHna n o Cux nop WUpoOKO NMPpUMEeHAETCA. OHa paet
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Xxopouwune pesynbrtatbl Npnu nNpocMoTpe AOABUXEHUA B CTaHOAPTHOM |/|306pa>|<eHV||/|, XO0TA BcCerga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300pakeHUs!.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasn kopnopauuwen Microsoft ¢
1995 roga. BxoauT B KOMNNEKT onepauunoHHbIX cuctem cemernctea Windows. AensieTcs Hambonee

LLMPOKO MCMnonb3yemMbiM Beb-6pay3epom.

IP 66 (Ingress Protection) — 370 cTaHgapT 3awWwuThl 060PYAOBaAHMS, KOTOPbLIN ONUCHIBAET
nbile- M Bnaro- 3awuty Kamepbl BuaeoHabnogeHus. lNepBas undpa obo3Ha4aeT ypOBEHb
3aWmMThl OT NonagaHnsa TBEpAbIX YacTuy (Hanpumep, undpa 6 o603Ha4YaeT NOSTHOE UCKIKYEHMNE
nonagaHusa noinu). Btopas umdpa o6o3Ha4aeT ypoBEHb 3aliMTbl OT MNOMAfAHWUS XWOKOCTEW
(Hanpumep, umdpa 6 obo3HauyaeT GesynpeyHyro paboTy Kamepbl NpU BO34ENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI NN BpE€MEHHOM O6J'II/IBaHVIVI.)

IP-kamepa — undpoBas Bugeokamepa, OCOOEHHOCTBIO KOTOPOW SBNAETCA nepedadva

BugeonoToka B undgposom dhopmaTte no cetn Ethernet, ncnonsaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHpapt O6beAuMHeHHOM rpynnbl
akcnepTtoB B ob6nactu doTtorpadmm) — oaovMH M3 NonynspHbiX rpagudeckux copmartos,
NPUMEHSIEMbIN ONs1 XpaHeHMs1 OTOM300pakeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpgaHum
n3obpaxerHma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM MCMONb3YEMOro Ko3duLUneHTa cxaTus.
Tak kak npu OGonee HU3KOM KO3PUUMEHTE CXaTusa (T.e. CaMOM BbICOKOM KayecTBe)
yBenuunBaeTca obbem hanna, cyLlecTByeT BbIOOp MeXay KayecTBOM M3obpaxeHusa n obbemMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — aT0 Mepa nsamepeHust CKOpoCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ecTtBo outos npoxoaaT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMcnuTenbHas ceTb) — KOMMNbIOTEPHAs CETb,
MOKpbIBaloLLas 06bIY4HO OTHOCUTENBHO HEOONMbLLYIO TEPPUTOPUIO MU HEBOMbLUYIO rPYNNy 3AaHWUN

(mom, odouc, pupmy, MHCTUTYT), TO ECTb ONPeAENEHHYI0 reorpaduyeckyto 30Hy.

Lux / Jllokc — eguHnua uamepeHus oceellleHHocTU. OnpeaensieTcss Kak OCBELLEHHOCTb
NOBEPXHOCTU Mrowazbio 1 KB.M. CBETOBbIM MOTOKOM 1 ntomeH. Micnonb3yeTtca anst o0603HayYeHns

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbi# agpec yCTpoMcTBa) — 3TO
YHUKanbHbIA MOeHTUdMKaTOp NPUCOEOMHEHHOrO K CeTU YCTPOMUCTBA UMK, TOMHEe, ero nHtepdenc

a4 NoAKNK4YeHnA K CeTu.

Mbit/s (Megabits per second / Mout/cek) — 370 Mepa M3MEpPEHUs CKOPOCTU MNOTOoKa

OaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOpOIZ ouTbl npoxoaAT 3aAaHHYH TOYKY. aToT napamMeTp 00bI4HO
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ncnonb3yeTc, 4YTOOLI npeacrtaBuTb «CKOPOCTb» CETWU. JlokanbHas ceTb OOMmKHa pa6OTaTb Ha

ckopoctn 10 unu 100 MéuT/cek.

MJPEG (Motion JPEG) — nokagpoBbii MeTof BMAEOCXKATUS,, OCHOBHOW OCOBEHHOCTLIO
KOTOPOro SBNSAETCS CXaTue KaXO4oro OTAENbHOro Kagpa BMOEONMOTOKa C MOMOLLLIO anropuTma
ckatna wusobpaxenHun JPEG. lMpun cokatum metogom MJIPEG wmexkagpoBasi pasHuua He

yunTbIiBaeTCA.

MPEG-4 — 310 MexayHapoaHbi cTaH4apT, UCMONb3YEMbI NMPEUMYLLIECTBEHHO AN1S CXXaTns
umdgposoro ayano u eugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMONb3yeTcs ANS BellaHus
(noTokoBoe BMAOEO), 3anMcn PUNbLMOB Ha KOMMNAKT-AUCKKU, BugeoTenedoHun (BngeotenedoH) u

LUMPOKOBELLLAHUSI, B KOTOPbIX aKTUBHO MCMOMb3yeTCsl cxxaTue LMgpoBbIX BUAEO U 3BYKA.

Multicast / TpynnoBasa nepegayva — cneunanbHas doopmMa LUMPOKOBELLAHUS, MPU KOTOPOW
KOMMM NakeToB HanpaBndAlwTCsA oOnpedenéHHoMy nogMHOXEeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBSA3b MeXQY WCTOYHMKOM W OAHWM nony4yaTtenem,
CYLLIECTBYIOT Takue MpurnoxeHus, rae tpedyetcs, 4Tobbl MCTOYHMK Nocbinan uHdpopmMmaumo cpasy
roynne nonyyatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmaumMm nocrnatb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBor agpecawummn npeacrasnsieT cobon pacwmpenue IP-
agpecaumu, No3BosiALLEe HAaNpPaBUTb OAHY KONUIO NakeTa cpady BceM nony4datenam. MHOXeCTBO
nonyyartenen onpegenseTcs NPUHAONEXHOCTbIO KaXKA0Oro U3 HUX K KOHKPEeTHON rpynne. Paccbinky
OIS KOHKPETHOW rpynmnbl NOMYy4YatoT TOMbKO YSeHbl 3TOW rpynnbl.

TexHonorus IP Multicast npegoctaBnseT psa CyLweCTBEHHbIX MPENMYLLECTB MO CPABHEHMIO
C TpaguuMoHHbIM Noaxonom. Hanpumep, gobasneHne HOBbIX NONb3oBaTenen He BneveT 3a cobomn
Heobxoaumoe yBenuyeHme npomnyckHOW CNOCOBHOCTM CeTU. 3Ha4YMTEeNbHO COKpallaeTCsl Harpyska
Ha nocbiNnalwwWwun cepBep, KOTOpbIM 6Gonblle He [OOMKEeH noadepXmBaTb  MHOXECTBO

[ABYXCTOPOHHUX COEAUHEHWIA.

[na peanusauun rpynnoBoOV agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: NoaaepKKa
rpynnoBon agpecauuun ctekom npotokorna TCP/IP, nporpammHas nogaepxxka npotokona IGMP
A8 OTNpaBKK 3anpoca O NPUCoeaUHEHUN K rpynne 1 NosyYeHnn rpynnoBoro Tpadvka, Noaaepxka
rpynnoBon agpecauuy CeTeBOM KapToW, MPUNOXeHue, Ucnonbaylollee rpynnoBylo agpecauuio,
Hanpumep, BUOeOoKoHpepeHUnd. TexHonornsa «MynbTUKacT» mncnonbsyeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTtca craTudeckass M AWHaMudeckas agpecauus. [Npumepom
cTtatudeckmx agpecos ansTca 224.0.0.1 — agpec rpynnbl, BKrovawowen B ceba Bce ysnbl
nokanbHon cetun, 224.0.0.2 — Bce MapllpyTmusaTopbl JokanbHon ceTu. [uanasoH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH AN MPOTOKOMOB MaplipyTMsaumMm u Apyrux
HW3KOYPOBHEBbLIX MPOTOKONOB NOAAEPXKW rpynnoBon agpecauun. OcTtanbHble agpeca

AOnHaMn4eCckun MCnonb3yroTCA NPUNOXEHUAMN. Ha CerogHsIlWHNA  OeHb OONbLUMHCTBO
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MapLLpYyTU3aTOPOB NOAAEPXKMBAIOT 3Ty onumto (B MeHI0 0Bbl4HO ecTb onuus, paspeluatowas IGMP

NPOTOKOI NN MYInbTU KaCT).

NTP (Network Time Protocol / lMpoTokon CUHXPOHM3aALUM BpPEMEHU) — CeTeBOW
NPOTOKON ANA CUMHXPOHU3aLMN BpeMeHu C ucnonb3osaHmeM ceter. NTP ncnonb3dyet ans ceoeu

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMISIETCS TENeBM3NOHHbLIM 1 BuaeocTaHgapTom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesow ctaHgapT, onpeaensoLwni
NPOTOKOSbl B3aUMOAENCTBUSA TakMX YCTPOMCTB, Kak IP-kamepbl, BugeoperucTpaTtopbl U CUCTEMBI
ynpaeneHna Bugeo. MexgyHapogHbli  (opyMm, Cco3fgaBlUMA - OaHHBIA - CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTky 1 pacnpoCTpaHEHUs OTKPLITOro CTaHAapTa A CUCTEM CeTEBOro BUAEOHabNoaeHNs.

PAL (Phase Alternating Line / TeneBu3snoHHbin ctaHpapt PAL) — TeneBU3NOHHbLIN
ctaHgapTt PAL saBnsaetcsa npeobnagatolimm TeneBM3UMOHHbIM CTaHA4ApTOM B cTpaHax EBponbl.

TeneBunsnoHHbIM ctaHgapT PAL goctaBnsieT 625 cTpok B kKagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHonornsa, nossonstoLlas
nepefaBaTb YOanéHHOMY YCTPOWCTBY BMeCTe C AaHHbIMU 3NEKTPUYECKYID 3JHEpruio 4depes

cTaHgapTHyto BUTYIO napy B ceTu Ethernet.

Port / TMopT — wnaoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYPC, BblAENSEeMbli
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, ASI CBA3WM C MPUMOXEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CETEBbIX XOCTax (B TOM YMCME C APYTMMU NPUNOKEHUSMU HA 3TOM Xe
xocTe). B 0Bbl4HOW KNMEHT-CEpPBEPHON MOAENU NpUnoXeHne nnbo oxuaaeT BXOASAWMX OAHHbIX
UNu 3anpoca Ha coeavHeHue («cnywaeT nopT»), Mo nocbinaetr AaHHble unu 3anpoc Ha

COEAVHEHNE Ha U3BECTHbIV NOPT, OTKPbLITHIN NPUNOXEHNEM-CEPBEPOM.

PPP (Mpotokon ABYXTOYEYHOro COEAMHEHUS) — TMPOTOKOM,  MO3BOSIAIOLLNIA
ncnonb3oBaTb UHTEpPdENC nocnefoBaTenbHOW nepefadv Ans CBA3W Mexay ABYMsi ceTeBbiMU

ycTpourcTtBamn. Hanpumep, nogkniodeHue MK k cepeepy nocpefcTBOM TeNEeOHHON NUHUN.

PPPoE (Point-to-Point Protocol / [[poTokon coeanHeHUA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHwa  nonb3oBaTenen cetu crtaHgapta Ethernet k UHTepHety uepes
LUMPOKOMONOCHOE CoeaAnHEeHne, Takoe Kak NuHua DSL, 6ecnpoBogHOE YCTPOMCTBO UK KabenbHbI
mogem. C nomoulbto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib3oBaTeny nokanbHOW ceTn MoryT
nony4yatb OOCTYNn C WHAMBUAOYanbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM

OaHHbIX. O6beauHaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
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ob6ecneunBaeT 3PeKTUBHbIN Crnocob co3gaHnsa OTAENbHbIX COEAMHEHWUIA C yaaneHHbIM CEPBEPOM

O5NA KaXXO0ro nosib3oBaTtend.

Progressive scan / lporpeccuBHOe CKaHMpPOBaHME — 3TO TEXHONOMNA npeacTraBneHns
KagpoB B BWOEOHAOMOAEHUKN, NPU KOTOPOW KaxKabl Kadp BOCMPOW3BOAUTCS MO OAHOW NMUHUKN B
nopsigke WX pasMeleHnss Kaxkayl LecTHaguaTylo [Oono  cekyHabl. To ecTb cHavana
nokasbiBaeTcst NMMHKUA 1, 3aTeM 2, 3aTeM 3 1 Tak ganee. Takum obpasom, n3obpaxeHne He ObeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyvae nonHocTbio mcyesaeT 3hdeKkT MepuaHus, No3aToMy

Ka4yeCTBO OTCHATOro BMAeo nony4vyaetca ©onee BLICOKMM.

RJ45 — yHnMUMpOBaHHLIN pasbEéM, WUCMNONb3yeEMbIA B TENEKOMMYHUKaUMAX, nmeeTt 8

KOoHTakTOB. VMcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbi.

Router / MapwpyTtnsatop — 3TO yCTPOWCTBO, KOTOPOE onpenensder TOuKy Onwkanwen
CeTn, B KOTOPYK MakeT AaHHbIX AOSMKEH OblTb HanpaBrieH Kak B CBOW OKOHYaTeSlbHbIA MYHKT
HasHayeHus. MapwpyTnsatop cosgaeT wunu noggepXxuBaeT  cneumanbHylo  Tabnuuy
MapLupyTM3aLumn, KOTopasi COXpaHsaeT MHAOPMaLMo, Kak TONbKO OHa AOoCTUraeT onpederieHHbIX
NMyHKTOB HasHayeHud. WHorga MapluipytmMsatop BKMKOYEH B KayecTBe 4acTu  CeTeBOoro

KOMMYyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA MPOTOKON B peXume peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHblX (Hanpumep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofnoBke AaHHble, HeobXxoanmble Ans
BOCCTAHOBIIEHUSA rofloca uUnum BuOeonsobpaxeHus B NPUEMHOM y3re, a Takke [aHHble O Tune
koguposaHusa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro NpoTokona, B YaCTHOCTH,
nepenarTca BpemMeHHasi MeTka U HoOMep nakeTa. OTU napameTpbl NO3BOMAT NPY MUHUMAMbHbIX
3agepXkax onpegenutb MNOpPsSiAOK M MOMEHT [OEKOAMPOBaHUSI KakOoro naketa, a Takke
MHTEpPnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HuKenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcd npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTtokon nepesayM NOTOKOB B pexume
peanbHOro BpeMeHu) — 3TO NPOTOKON YNpaBeHns, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKOSIOB, Takux kak RTP, MHoroagpecHomn nnn ogHoagpecHon nepegayn un ans
cornacoBaHunsa ucnonb3yembix kKogekoB. RTSP MoXxHO paccmaTpmBaTb Kak MynbT ANCTAHUMOHHOIO
ynpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMyM cepBepoMm mynbtumeana. Cepsepbl RTSP
00blvHO wucnonb3ytoT RTP B KayectBe CTaHOApTHOrO nNpoToKoNa ANA nepegjadv ayamo- U

BUAEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmart kapTbl ¢naL-
namaTn, paspaboTaHHbI ONA UCMONb30BaHWA B OCHOBHOM B MOPTATUBHbLIX YCTponcTBax. Ha

CEroAHsIHNA OeHb LUMPOKO UCMONb3yeTcs B  UMPOBLIX YCTPOWCTBaX, Hampuvep: B
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doToannapartax, MobunbHbix TenedgoHax, KIK, kommyHukaTopax u cmapTtdoHax, GPS-

HaBuUratTopax, Bnaeokamepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIN 3aTBOP — O3TO 3MEMEHT MaTpuubl, KOTOPbLIN MO3BONSAET
perynupoBaTb BpEeMs HaAKOMMEHUA 3NeKTpudeckoro 3apsiga. OTa geTanb OTBeYaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes opM1MpoBaHMEM

n3obpaxxeHust.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepegayn NouYTbl) —
npotokon SMTP wucnonb3yetcs Onsi OTCbUIKM M MNONYYEHUST JMEKTPOHHOW nouTbl. OgHako
MOCKOSbKY OH SIBNSETCHA «MPOCTbIM» MO CBOEW CTPYKTYpPE, TO OH OrpaHUYEH B CBOEN BO3MOXHOCTU
No BMECTMMOCTM COOOLUEHWUA Ha Momfy4alowem KOoHUEe, U OH 0Bbl4HO MCMOoNb3yeTcs C OAHUM U3
OBYX Opyrnx npotokonoB, POP3 unv npoToKONoM MHTEPAKTUBHOIO AOCTYNa K 3f1EKTPOHHOM NoYTe
(npoTtokon IMAP). 3Ty NpoTOKOSbI NO3BOMSAT NOMb30BATEN COXPaHATH COOOLLEHMS] B MOYTOBOM

ALLVIKe cepBepa 1 Nepuoanyeckin sarpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuieHHbIX
cokeToB / lpoToKkon TPaHCMOPTHOro YPOBHA) — 3TN ABa NpoTokona (npotokon SSL asndeTtca
npuemMHUKOM npoTokona TSL) aBndwTca  KpuntTorpaduyeckumy  NpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTu. B BonblumHcTBE cnyyvaeB npoTtokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4yToGbl chopmumpoBaTh NPOTOKON 3alMLIEHHON Nepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOIO, Hanpumep, B NHTepHeTe 4N ocyLLeCcTBNeHns
(PUHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpI/II'ITOFpaCbM‘-IeCKOFO KIto4a, 4ToObl noaTBepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogcetm — 6GuUTOBasi mMacka, onpegensirowlas, Kakas 4dactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakas — K afpecy Camoro yana B 3TOW CETW.
Hanpumep, y3en ¢ IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTtatop — KOMMyTatopoMm $SBMSETCS CeTeBOe YCTPOMCTBO, KOTOpPOe
coefVHsAeT CErMeHTbl CETU BMECTE M KOTOpOe BbiGMpaeT MapLupyT AN Nepecbisikn yCTPONCTBOM
AaHHbIX K ero 6nwkavwemy nonyyatento. OBbIMHO KOMMyTaTOp siBNsieTca 6onee npocTbiM ©
6onee ObICTPbIM MEXaHW3MOM, YeM CETEBOW MapLUupyTu3aTop. HekoTopble KOMMyTaToOpbl UMET

YHKLUMIO MapLupyTusaTopa.

TCP (Transmission Control Protocol / lpoTtokon ynpaBneHus nepenayen) — OavH u3
OCHOBHbIX CETEBbIX MPOTOKONOB WHTepHeTa, npeaHas3HayeHHbl AN ynpasneHus nepegaden
AaHHbIX B ceTsax u nogcetax TCP/IP. TCP - 370 TpaHCNOPTHbLIN MeXaHW3M, npefocTaBnsAoLmmn
NOTOK JaHHbIX C NpeABapuUTENnbHON YCTaHOBKOM COEAMHEHUS, 3@ CHET 3TOro AatoLmii YBEPEHHOCTb

B AOOCTOBEPHOCTU nosydaeMblX AaHHbIX, OCyLleCTBAeT I'IOBTOprIIZ 3anpoc AaHHbIX B Cly4vae
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noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMUMMA OOHOro nakerta (CMm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepuog BpeMEHU UM YUCNOo UTepaumi unm nepexonos,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb [0 CBOEr0 MCYE3HOBEHUSA. 3Ha4yeHune
TTL mMoXeT paccmaTpmBaTbCH Kak BEPXHAS rpaHULa BPEMEHU CylLecTBOBaHUSA IP-gentarpammel B
ceTu. lNMone TTL ycTaHaBnMBaeTcsa oTNpaBUTENEM genTarpaMmmMbl U YMEHbLUIAETCH KaXKabIM  Y310M
(Hanpumep, MapwpyTU3aTopoM) Ha MNyTU €ero CcregoBaHusl, B COOTBETCTBMM CO BpPEMEHEM
npebbiBaHMsT B [aHHOM YCTPOWCTBE WM COrnacHo npoTokony obpaGoTtkn. Ecnm none TTL
CTaHOBUTCS PaBHbIM HYm A0 TOro, Kak gevMTtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma otbpacbiBaetca u  oTnpasutento oTtcebinaetca ICMP-nmaket ¢ kogom 11 —

«[MpeBblLLEeHe BPEMEHHOTO MHTEpBana.

UDP (User Datagram Protocol / lpoTtokon pgentarpaMm nonb3oBaTtend) — 370
npoTtokon obmMeHa [aHHbIMW C OrpaHWYEeHUsIMA Ha MepecblflaemMble AaHHble N0 CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaensetcsa anbTepHaTuBon npoTtokony TCP.
MpeumywiectBo npotokona UDP coctouT B TOM, 4TO OANs Hero HeobsizaTenbHa AocTaBka BCEX
AaHHBIX N HEKOTOpble MakeTbl MOryT ObITb NPOMYLLEHbI, €Crn CeTb neperpyxeHa. ATo 0COOEHHO
yaoobHO npu nepegaye BugeomaTepuanoB B peXMME peanibHOro BPeMeHW, NOCKOMbKy He umeet
CMbICria MOBTOPHO nepedaBaTb YCTapeBLUYH MHOpMauuo, KOTopass BCce paBHO He 6Oyget

oToOpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorusi, nossongwowasi nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbIM CUCTEMAM (HanpMMep, OXpaHHOMY 0b6opyaoBaHMIO,
pasBrekaTenibHbIM  YCTPOMCTBaAM WM UHTEPHET-LUN3aM) CoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn m pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPNnP ctpoutcs Ha
OCHOBE TaKMX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noagepXunBaeT ceTeBble MHAPACTPYKTYPbl NpakTUYeckn noboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1x yncno, B 4acTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBogHbie cetn Wi-
Fi, ceTu Ha ocHOBe TeneMOHHbLIX JIMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbin yka3aTenb pecypcoB) — 9TO

CTaHgapTM3MpPOBaHHBIN cnocob 3anucK agpeca pecypca B ceTu VHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHo NpoTOKON nepegayv AaHHbIX) —
NPOTOKOM, CO34aHHbIN crneumanbHo gns GSM-ceTel, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTuBHbIX YCTPOUCTB C ceTbio WHTepHeT. C nomowpbto WAP nonb3oBatenb MOOMILHOrO

YCTPOMCTBA MOXET 3arpyatb U3 cetn MHTepHeT niobble umdpoBble AaHHbIE.
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Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,

00bIvHO Beb-Opaysepos, u Bbigawowmi um HTTP-oTtBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxkeHnem, hannom, Meamna-noTokoM U ApYruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBoAHasA TOYHOCTb») — TOProBasi Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans ©ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopygoBaHue, cooTBeTcTBylowee cTaHgapty IEEE 802.11, moxeT ObiTb
npotectuposaHo B Wi-Fi Alliance gns nonydeHus COOTBETCTBYHOLLEro cepTudmkata U npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yloLWas B
Ka4yeCcTBe HOCUTEMNS pagMoBOIHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOrO MONb30BaTENs.

[1ns oCHOBHOW CETEBOW CTPYKTYPbl 0O6bIYHO MCMOMb3yeTcs KabenbHOe coeqMHEHME.

WPS (Wi-Fi Protected Setup) — craHgapT, npegHasHa4YeHHbIN AN NoslyaBTOMaTU4eCcKoro

co3gaHusa 6ecnpoBogHON JoMallHeN ceTu. [1poTokon nNpu3BaH oka3aTb MOMOLLL MONb30BaTENSIM,

KOTOpble He o6na,u,a+0T LLUNPOKUMWN 3HAHUAMU O Oes3onacHocTn B 6eCI'IDOBO,EI,HbIX ceTax, U Kak
cnencrtemne, UMerT CNOXHOCTU Npu OCyLleCcTBNeHUN HaCTpOeK. WPS aBToMaTun4yecku obo3HavaeT
nMAa cetn n 3agaet IJJI/I(prBaHVIe, ana 3awnTtbl OT HECaHKUMOHMPOBAHHOIO AOCTyna B CeTb, Npu

3TOM HET HeOGXOD,I/IMOCTI/I BPY4HYIO 3a4aBaThb BCE NMNapamMeTpbl.

AnNroputm cxaTusi BUOeo — 3TO MeToaMKa YMeHblUeHUs pasmepa daiina umndpoBon
BMOEO3anuMcK MNocpeacTBOM  yAaneHus rpaduyeckux SfeMeHTOB, He  BOCMPUHMMAEMbIX

4yerioBe4eCkmnM rmas3om.

BapudokanbHbin 00BLEKTUB — OObLEKTMB, MO3BONSAKOLWMA WUCMNOMNb30BaTh pPasnnyHbie
(POKYyCHbIE PacCTOAHUA B MNPOTUBOMOMOXHOCTL OOBEKTMBY C (PUKCUPOBAHHBLIM  GOOKYCHbIM

pacCToOsIHUEM, KOTOPbIV UCMONb3YEeT NULLb OAHO PacCTOsIHME.

Butas napa - Bug kabens cBsi3W, npenctaBnsieT cobon OAHY WM HEcKonbkKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbLIX MEXAY COOOW, MOKPbLIThIX MIACTUKOBOW OGOMOYKOMN.
CBuBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMbl MOBBILEHMS CTEMEHWM CBA3M Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NEeKTpoMarHMTHasi NoMexa OfAMHAKOBO BnusieT Ha oba nposoaa napbl)
N NOCNEeAyLEero yMeHbLUEHNS 3NEKTPOMArHUTHbIX MOMEX OT BHELUHMX WCTOYHMKOB, a Takke

B3aVMHbIX HABOAOK Npw nepeaade audgepeHumnanbHbIX CUrHamnoB.

Bbigepxka — MHTEpBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3AEWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WM CBEeTOYYBCTBUTESbHOW MaTpuubl ANs COObLieHUs emy

onpeaenéHHON 3KCNo3nLmMm.

HeTekTop ABMXEHUA — 3TO annapaTHbIn NMB0 NPOrpaMmHbIN MOAYIb, OCHOBHOW 3adadven

KOTOPOro ABndeTcd 06Hapy>|<eHV|e nepemMeLllarLnxca B nosie 3peHna Kamepbl OOBbEKTOB.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B12C



Be\'UARD Ipunosxcenus

HeTekTop cabotaxa — 3TO NPOrpaMMHbIN MOAYSb, KOTOPbLIA Mo3BonsieT obHapyxuBaTb

TakMe cuTyauuun, Kak: pacdOoKyCUpoBKa, NEPEKPbITUE WU 3acBeYMBaHME M300pakeHusl, OTBOPOT
Kamepbl, 4YacTuyHas notepst curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanui3e B pexume
peanbHOro BPEMEHM W3MEHEHMSI KOHTpacTa JoKamnbHbiX obnacten kagpoB W3 BMAEONOTOKA,
nosly4aemoro ¢ Teriekamepbl-getektopa. [letektop caboTaxka aBTomaTU4eckn BbibuMpaeT obnactu
KagpoB, NO KOTOPbIM HEOOXOOUMO OLEHMBATb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU W, ecnuv
N3MEHEHNE KOHTPACTHOCTM B 3TUX O6MacTax nNpeBblaeT HEKOTOPbIA OTHOCUTESNbHbIA MOpPOr,

NPUHNMaET peLlleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovacdparma (ot rpey. didphragma — neperopogka) — 310 OTBepcTME B OObEKTUBE
Kamepbl, KOTOpPOe perynupyeTt KOMMYecTBO CBeTa, Monagawwero Ha matpudy. W3meHeHune
pasMepa AuadparMbl MO3BOMSET KOHTPONMPOBATb LENbIA psa MokasaTenemn, BaXHbIX ANd

nonyyeHmna Ka4eCTtBeHHOro M306pa>KeHVIFI .

[loMeHHOe UMsA — 3TO onpefeneHHas OykBeHHas nocrefoBaTenbHOCTb, 0003HavYatoLLas
UM calTa UM Mcnosnb3yemasi B MMEHax 3MEKTPOHHbIX MOYTOBbIX AWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb agpecaumy UHTEPHET-Y3r0B UM PacrofioKeHHbIX Ha HUX CETEBbIX PEecypcoB

(Beb-canToB, cepBepOB AMEKTPOHHON NOYThI, APYrMX cnyx06) B yaobHom ansa yenoseka opme.

MK-noaceeTka (UK-npoxekTop) — ycTpouncTBo, obecrnedvvBaiollee NOACBETKY OObekTa

HaGJ'II'O,EI,eHI/IFI C nsny4yeHmnem B I/IH(bpaKpaCHOM Anana3oHe.

Kamepa «AaeHb/HOUYb» — 3TO BUAeokaMepa, NpeaHasHavyeHHast Ans paboTbl KpYrnocyToYHO
B pasHbIX YCINOBUAX OCBELLEHHOCTU. B ycnoBusix sipkoit ocBeLLIeHHOCTH n3obpaxkeHne LuBeTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sIpKuiA CBET MNponajaeT, M HauMHaKTCA CYMepKu, n3obpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbillaeTCA 4yBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3n Kodek aTo 0bbl4HO Kopep/aekogep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENsaX WM MuKpocxemax Ans npeobpasoBaHus aHanoroBbiX BUOEO- U
ayavocurHanos B LMdpoBon copmaT aAnga nocnegytowen nepegaydn. Kogek takke npeobpasyet
npuHMMaemMble UNMPOBbIE CUrHanbl B aHanoroBblii ¢opmat. B kogeke ogHa MUKpocxema
ncnonb3yeTtcs Ans npeobpa3oBaHWs aHanoroBoro curHana B UMdpoBon M LMAPOBOro curHana B
aHanoroBbln. TepMmuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMMpeccun/gekoMmnpeccum, n B 3ToM
crny4ae oH 06bl4HO O3HAYaEeT anropuTM NN KOMMBIOTEPHYHO NPOrpaMmy Anst yMeHbLUueHns obbema

Granrnos 1 nporpamm.

HOpMaﬂbHO 3aMKHYTble KOHTAaKTbl — TakadA KOHCTPYKUUA OaTyuKa, KOTopad B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa30OMKHYTbI€E.

Hopmaano Pa3OMKHYTbleé KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.
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O6BbEeKTUB — 3TO YacTb OMTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeaHasHavYeHHaa and

d)OKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMephbl.

OTHolweHne curHan/lwym — YUCNEHHO ornpeaendeT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Msmepsetca B geumnbenax (ab). Yem Gonblue 3HauyeHMe OTHOWEHMSA curHan/lym ans

BugeocurHana, TemM MeHbLLE MOMEX N UCKAXKXEHUN nmeeT V|306pa>|<eHV|e.

Mukcenb — 3T0 0gHa M3 MHOXECTBa TOYEK, COCTaBMNALWMX LndpoBoe nsobpaxerue. Liset

N MHTEHCUBHOCTb KaXXOOro NMKCesid CoCTaBideT KpOLUeYHYo obnactb VI306pa)KeHVI$I.

Mpokcu-cepep (Proxy - npeacraBuTenb, YMNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CETAX, MO3BOMSOLWAS KIMEHTAM BbIMOSMHATL KOCBEHHbIE 3anpocbl K OpYrnm
ceTeBbIM crnyx6am. CHavana KnuMeHT MOAKIoYaeTCsl K MPOKCU-CEpPBEPY M 3anpalumBaeT Kakow-
nnbo pecypc, pacrnonoXeHHbIN Ha Opyrom cepBepe. 3atem NpoKCU-cepBep OO nogkoyaeTcs K
yKa3aHHOMY CepBepy M MonlydaeT pecypc Yy Hero, nubo Bo3BpallaeT pecypc M3 COOBCTBEHHOro
kawa. Mpokcn-cepBep NO3BONAET 3aMLLATE KIIMEHTCKUIA KOMMLIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiowmin rnoBeaeHne YHKUMOHamNbHbIX OGroKoB npu
nepenadve pAaHHbiX. Popmanu3oBaHHble MNpaBuna, onpeaensioliMe MNocneaoBaTenbHOCTb Wt
dopmaT coobLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEeBble KOMMOHEHTbI, nexalluue Ha OAHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspelueHne n3obpaxeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuuy nnowaam
n3obpaxeHus. MiamepsieTca B Meranvkcensx unm otobpaxaeTcs B BUAE OBYX BENMUYMH — BbICOTbI U

LLUNPUHDbI I/1306pa)KeHI/IFI. BhicoTa u LLMPpUHa TakKe B JaHHOM Criydae UaMepdarTCA B NUKCENAX.

PyyHasa gnacparma — npoTMBOMNOSNOXKHOCTL aBTOMaTMYeCKon anadparmbl, T.€. HACTPoOnKa
anadparMbl  Kamepbl AOMKHA BbINOMHATBCS BPYYHYK ON1S PerynmpoBKM KOnMYecTBa CBeETa,

Aocturaroulero 4yBCTBUTENbHOIO afieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakKTepUCTUKa, NoKasbiBatoLLas, Kakoe KOnmMyecTBO CBeTa
cnocobeH nponyckatb AaHHbI 00bekTMB. Yem OGornblle MakCUMarbHbI ANnaMeTp OTKPbITON
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHble F-4ncno), Tem Gornbluee KOnMyecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha qDOKaJ'IbHy}O NJIOCKOCTb, U TEM BhiLLIE CBETOCUITIA OObEKTUBA.

Cumnnekc — npu CUMMINEKCHOM CBSA3N CeTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

ncnosb3oBaTbCA A4 nepenayvun I/IH(bOpMaLl,I/IVI TOJIbKO B O4HOM HanpasJ1IEeHNN.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnwoaeHusi, koTopass obnagaet Bcemu

HeO6XOLI,I/IMbIMVI XapakTepucTtnkamn 3anTbl OT BITIMAHUA BHELUHeNn cpeabl ana pa6OTbI Ha ynuue.

LiBeTHasn BuaeoKkamepa — 3TO Kamepa, KOTopasda AaeT LuBeTHOe M306pa>|<eHme. Mo

onpegeneHnio MaTpuubl Bugeokamep ‘-IepHO-6eJ'IbIe, a aond nonyvYeHua uBeTHOro |/|306pa>|<eHV|;|
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BO3MNe KaKAoW A4elrkn MaTpuubl opMUPYOTCS LBETHble hunbTpbl. MNepBbin UNbLTP NPUBHOCUT

KpacCHY0 COCTaBsOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUI CUHIOK. Taknm oBpa3om, Tpu SYEnKu
CTaHOBATCS 0gHOM Touvkon B uBeToBoM dopmaTte RGB. CnegoBaTenibHO, BMECTO Tpex nukcenen

Ha pe3yrnbTUpyroem V|306pa>Keva| Mbl Nosfy4aem TOJIbKO OAUH.

AnekTpomexaHnvecknn WUK-bunbTp — npencraBnsetr cobon YCTPOWCTBO, KOTOpoOe
CNOCOGHO B OOHOM pexume nogaeBnsTb UHAPaKpaCHbIM AManasoH npyv NOMOLLM UHpaKpacHoOro
NK-dbumnbTpa, a B gpyrom pexume UK-cbunbTp youpaeTcss anekTpoMmexaHmy4eckun, Takum obpasom,

aenaa AoCTYNMHbIM BECb CMEKTP CBETOU3NYyYEeHUA.
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